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1 ABSTRACT 

This study evaluates Tapas, a system for authenticating to mobile devices using a tap 

sequence on a touch screen designed by Marriner (2007) and implemented on the Windows 

Mobile platform by Jolley (2008). 

It undertakes 3 experiments: a diary experiment with participants using the system 

extensively; a usability experiment which asked users to register, and later recall a tap 

sequence; and a security experiment which investigates whether users overhearing tap 

sequences can successfully log in to the system. 

Results were varied. Memorability of tap sequences appears to be at least as good as a 

traditional PIN/password system, yet many users found the system frustrating in other 

aspects. The security of the system is also poor, as all tap sequences were reproduced simply 

by overhearing them being entered. 

In conclusion, further work must be undertaken with the Tapas system to address these 

issues, specifically with regards to security, but the concept of authenticating using a 

sequence of taps is sound.
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4 INTRODUCTION 

Tapas was proposed by Edwards (2005) as a system to authenticate users on mobile devices 

by tapping a rhythm onto a touch screen mobile device, with the aim of increasing the 

usability of the security systems on such devices. 

An initial investigation was done by Marriner (2007) into the problem, resulting in an 

algorithm for comparing match patterns and a small-scale feasibility study, proving positive. 

This work was then taken by Jolley (2008) and turned into an implementation for the 

Windows Mobile platform. More information on these works can be found in section 6.3. 

This study uses the implementation by Jolley (2008) to perform a wider evaluation with 

larger scale experiments in order to answer key questions. 

In the project definition, άŀ ƴŜŜŘ ŦƻǊ ƭŀǊƎŜǊ-scale experiments to establish the security and 

ǇǊŀŎǘƛŎŀƭƛǘȅ ƻŦ ǘƘŜ ŀǇǇǊƻŀŎƘέ is given (Edwards, 2008), with a project outline of the general 

type of experiment expected to be performed. Using the scope given in this project 

definition, by the end of the study I aim to have answered the following broad questions: 

1. How secure is Tapas? 

2. How memorable are tap sequences? 

3. How does Tapas compare to the traditional PIN or password based authentication 

mechanisms?  

Techniques for performing experiments in human-computer interaction are well developed 

and documented and can be used to answer these questions. More detail on the specific 

approach taken is given in section 7. 
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5 PROJECT PLANNING
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6 LITERATURE REVIEW 

6.1 SECURITY & USABILITY 

άAn underlying goal has been to provide ώΧϐ security at minimal inconvenience to the users of 

the systemέ (Morris & Thompson, 1979). 

This quote sums up the essence of usability concerns in computer security concisely. This 

requirement has been known for some time ς Kerckhoff wrote his 6th principle in 1883 

which dealt with the usability of military cryptographic ciphers (Petitcolas, 2008). Some 

suggest that this principle is άƳƻǊŜ Ŝŀǎƛƭȅ ŦƻǊƎƻǘǘŜƴ ǘƘŀƴ ǳƴŘŜǊǎǘƻƻŘέ (Gutmann & Grigg, 

2005), with some secure system designers going out of their way to purposely annoy the 

user (Espiner, 2008). 

Traditionally, passwords have been the method used for a shared secret between the user 

and a device that allows for user authentication; however this method has many known 

problems, such as users forgetting passwords, or writing them on pieces of paper hence 

compromising the security of such a system (Sasse, Brostoff & Weirich, 2001). 

Sasse, Brostoff & Weirich (2001) suggests that the problem with computer security is the 

users ς ǘƘŜ ǎƻ ŎŀƭƭŜŘ άǿŜŀƪŜǎǘ ƭƛƴƪέΣ ŀƴŘ ǘƘŀǘ ǿƛǘƘ ǘƘƛǎ Ǉƻƛƴǘ ƻŦ ǾƛŜǿΣ ǘƘŜ ǘȅǇƛŎŀƭ ƳŜǘƘƻŘ ƻŦ 

increasing security by using increasingly sophisticated and complex technological means 

does not work, as these do not address the core problem. The example of Whitten & Tygar 

(1999) is given, where users were given 90 minutes to sign and encrypt an e-mail message 

using PGP5 ς but most users could not accomplish this task, despite PGP5 having a good user 

interface using typical HCI analysis methods. 

Sasse, Brostoff & Weirich (2001) performed their study based chiefly on passwords, but also 

included a voicemail system that required a 6 digit PIN. Although only one study on the PIN 

was conducted, it showed recall problems with the PIN to be worse than with the 

passwords. Both passwords and PINs are common logon mechanisms for PDAs and smart 

phones. 

Sasse, Brostoff & Weirich (2001) came to the conclusion that although passwords are not 

fundamentally flawed, common implementations are, and several methods were suggested 

to alleviate these problems, such as single sign-on systems to reduce the memory load, but 

this has little relevance to mobile devices. A common thread in these conclusions is reducing 

memory load, and this study aims to investigate the memory load of a sequence of taps. 

²ƛǘƘ ǊŜƎŀǊŘǎ ǘƻ ǳǎŜǊǎΩ ǾƛŜǿǎ ǘƻ ǎŜŎǳǊƛǘȅ on mobile devices, Harrington & Mayhew (2001) 

suggest that many users are reluctant to use PINs, and that most mobile phone 

implementations of PIN security are poor, in that they only prompt for the PIN on start up, 

whereas most phones are kept on constantly (Clarke, Furnell, Rodwell, & Reynolds, 2002). 
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This particular research is possibly of limited use, as the intended audience of Tapas is 

chiefly business people, who are likely to store more sensitive (both commercially and 

legally) data on their mobile devices than a typical consumer. Additionally, this business 

person is also likely to have policies mandated by their employer, meaning they have little 

choice in whether to use the security or not. However, the participants in this study are likely 

to include students, typical consumers, so it is important to bear this research in mind when 

analyzing their views on the Tapas system. 

Studies have also been done on business users of PDAs (Leyden, 2003), which found that 

two-thirds of business users protect their PDA, but this still means one-third do not, despite 

having a large amount of sensitive data on their mobile device. This news article is now 5 

years old, and a study only a year later (The Register, 2004) shows 91% of corporate 

respondents citing security as their top priority. With data loss moving increasingly into the 

public eye both for large corporations (Oates, 2008; BBC, 2008) and for smaller organisations 

(Sanchez, 2008) in addition to pressure from the Government (Information Commisioner's 

Office, 2008), these statistics may be very much out of date. 

6.2 ALTERNATIVES TO PASSWORDS 

Elftmann (2006) conducted a thorough investigation into password alternatives, and 

identifies the problem of passwords as being a hangover from a command-line driven age 

which was not updated when GUIs became common. It is fairly easy to see how the same 

argument could be applied as computing transitioned to the mobile world, where devices do 

not necessarily have keypads and input is through a touch screen. 

Passwords and PINs are classed as a type of security scheme called secret, or knowledge, 

based, however approaches such as biometric-based schemes, image-based schemes and 

token-based schemes can also be considered. 

Biometric security generally consists of identifying yourself by providing a specific 

characteristic to the system requiring identification. However, biometrics suffers from 

multiple problems, specifically that of reading the biometric characteristic being measured. 

This is traditionally solved by using a peripheral device intended for reading a specific 

characteristic, such as a fingerprint reader or an iris scanner, but having to carry an 

additional peripheral for a mobile device around with you is unwelcoming, and, with the 

exception of some notebook computers, these readers are not integrated into the mobile 

device, making them not highly usable. 

Biometrics also is plagued by trust issues; Eschenburg, Lylykangas, Krämer, Surakka, 

Troitzsch, Vuorinen & Bente (2005) show that just over 40% of people will accept using 

biometrics to log in to their PC or check their e-mail, and presumably by extension, log in to 

their mobile device. 

Keystroke analysis is a form of biometrics which looks at how a user entered a password in 

order to increase the security of the password ς even if ȅƻǳ ŘƛǎŎƻǾŜǊ ǎƻƳŜƻƴŜΩǎ ǇŀǎǎǿƻǊŘ, 
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you also have to enter it in a sufficiently similar way to the owner in order for it to be 

accepted. This is traditionally done on a hard keyboard, but Saevanee & Bhatarakosol (2008) 

have investigated identifying keystroke dynamics on a touch screen. Combined with a 

relatively high user acceptance rate for keystroke dynamics, this may prove to be a 

promising area for increasing password security, however nothing is done to deal with the 

memory problem, as it just adds an additional layer of security, instead of replacing the 

existing one. 

A token-based system, similar to keystroke analysis, is traditionally used to complement 

password based authentication, rather than replace them. In the most popular token-based 

iƳǇƭŜƳŜƴǘŀǘƛƻƴǎΣ ǎǳŎƘ ŀǎ w{!Ωǎ {ŜŎǳǊL5 (RSA Security, n.d.), the user is supplied with a 

physical token which shows a PIN on the screen generated by a cryptographic function 

dependent on time, which is then given, along with a password, to a login screen. Such a 

system is typically used for authentication into remote systems, such as a VPN, rather than 

local systems. 

Most research for token-based systems with mobile devices appear to be focussed on using 

the device itself as a token (a so-called soft token), rather than using a token for logging in to 

the device itself. Although token-based authentication does appear to provide additional 

protection, it is important to bear in mind that two different aspects of security are already 

ōŜƛƴƎ ŎƻǾŜǊŜŘΥ άǎƻƳŜǘƘƛƴƎ ȅƻǳ ƪƴƻǿέ ŀƴŘ άǎƻƳŜǘƘƛƴƎ ȅƻǳ ƘŀǾŜέ, by possession of the 

ŘŜǾƛŎŜΦ LŦ ŀƴ ŀǘǘŀŎƪŜǊ ŀƭǊŜŀŘȅ Ƙŀǎ ǘƘŜ t5!Σ ǘƘŜǊŜΩǎ ŀ ƎƻƻŘ ŎƘŀƴŎŜ ǘƘŜȅ ƘŀǾŜ ǘƘŜ ǘƻƪŜƴ 

(especially if the two are kept together, which is likely), negating the additional security 

added. 

Although token-based systems do add additional security, they also add additional 

inconvenience (having to check the token and enter an additional PIN), and it is not clear 

whether this trade-off is justified without context. 

There are also a number of schemes available that are a slot in replacement for passwords, 

including some specifically developed for mobile devices. They generally work on the same 

principle of recall, but use images or graphical based systems in order to do it, as human 

brains are typically better at remembering images than strong passwords (Elftmann, 2006). 

Elftmann (2006) breaks down these graphical systems into three classes: pure recall, cued 

recall and recognition. 

Pure recall requires the user to directly draw their pattern onto the screen without any hints 

to what their pattern may be. The Draw-A-Secret system was an early implementation of 

this, which processed a pattern drawn onto a grid to match against a stored pattern. The T-

Mobile G1 smart phone, based on the Android platform, contains a system that requires the 

user to recall a pattern for connecting dots which falls into this category. 

Cued recall works by showing users an image and asking them to click on specific locations 

or on specific objects in the image in a specific order to unlock the device. A system called 



Evaluation of a rhythm based user authentication system for mobile devices 

12 
 

Passlogix was an early implementation of this, which defined ranges around objects in an 

image, so clicking anywhere on the image would work. An improved variant called 

PassPoints was later implemented, which works by remembering the location in the image 

that was clicked on, rather than objects. This also means any image (such as one with 

personal meaning to the user) can be used and the password space is larger, as anywhere in 

the image can be used, not just defined areas. 

The final class, recognition, works by showing the user some images during registration, and 

then asking the user to pick one of the images they selected out of a group containing that 

image and other random ones. Again, this takes advantage of the brain being a lot better at 

remembering images than text. Two major implementations include Déjà Vu (Dhamija & 

Perrig, 2000), which works with random, abstract images, and Passfaces (Passfaces, 2009), 

which uses random faces for recognition. 

Pure recall is the most difficult memory task, with cued recall being less so and recognition 

as the easiest of the three. There are many studies that come to the conclusion that 

graphical passwords (even those in the pure recall class) are believed to be more memorable 

than textual passwords, but they tend to take longer to register and log in to the system 

than textual passwords (Elftmann, 2006; Dhamija & Perrig, 2000). 

Research into the security of graphical passwords compared to textual passwords is limited 

to small scale studies, as there are very few major deployments of graphical passwords. 

Some commentators (Suo, Zhu & Owen, 2005) believe them to be resistant to many of the 

attacks passwords suffer from, studies on Passfaces (Davis, Monrose & Reiter, 2004) have 

found that many users choose faces highly correlated to their own race or gender, hence 

greatly reducing the security of the system. 

It would appear that alternative password schemes, specifically graphical passwords, are a 

promising area showing improvements over the traditional password mechanism, however 

research and large scale studies on the same scale as those done on traditional passwords 

are still needed to conclusively show that switching from passwords is possible. Additionally, 

there is still no conclusive research showing which password alternative is the best solution, 

as even within the field of graphical passwords there are a multitude of different systems. 

6.3 INTRODUCING TAPAS 

Tapas was proposed by Edwards (2005) as a method to increase usability of security systems 

on mobile devices. An implementation of Tapas (called Tap-Pass at the time) was proposed 

as a system to unlock a PDA by tapping a secret, personal rhythm on the screen. It was 

hypothesised that remembering and entering this series of taps is more usable than that of a 

PIN or password, as well as fulfilling specific security criteria: 

¶ The thief is aware of the tapping mechanism, has observed the owner using it and 

attempts to imitate it. The hope is that rhythms will be sufficiently difficult to forge. 

This will be the subject of this project. 
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¶ The thief is aware of the mechanism, but has not observed the owner's rhythm. He or 

she therefore tries to guess the rhythm - and will not succeed. 

¶ The thief is unaware of the mechanism. Attempts to enter text, shake the device and 

so on are fruitless. (Edwards, 2005). 

It is easy to see that this shares some principles with the pure recall graphical scheme 

discussed above ς the user is asked to enter a tap sequence without any cues. The 

assumption is that tap sequences, like images, are more memorable than passwords. 

With this in mind, Marriner (2007) undertook an investigation into the concept by 

developing some prototypes and performing a series of small scale experiments in order to 

check the feasibility of the concept. 

The first experiment undertaken by Marriner (2007) was one to capture a series of taps in 

order to perform analysis on the tap sequences used by participants. As a result of this 

analysis, Marriner (2007) found that the mean tap sequence length was approximately 13 

taps. For clarity, I will use taps to mean a full tap, that is placing the stylus on the screen and 

then lifting it up again, and event to refer to a single up or down event. Marriner (2007) is 

not clear whether he means tap or event in his original report, however analysis of the raw 

data gives a mean of 13 events and 7 taps for his small scale sample, so it is likely he meant 

events. 

At this point in the experiment Marriner (2007) had not developed a matching algorithm, so 

participants were not asked to enter their patterns twice to confirm; therefore it is unknown 

if the patterns captured were accurately captured, or accurate representations of what the 

user wanted to capture. Furthermore, Marriner (2007) detected multiple occasions where 

taps were detected with length 0 or 1, which were discarded. It is unknown what caused 

these anomalies and whether they had any effect on the recorded data. 

In this experiment, Marriner (2007) also attempted to address the problem of security, 

however the usefulness of the results he gathered are questionable as the matching 

algorithm used is different to that in the final product. 

Finally, users were asked to re-enter their taps and the matching was considered in the same 

way as in the security experiment. 46% of the re-entered patterns were a different length to 

the originally captured pattern - this is a significant amount, as the final matching algorithm 

used by Marriner (2007) immediately discards patterns of different lengths. 

Using the analysis from this, Marriner (2007) recommends an algorithm based on a 

technique proposed by Peters, Anthony & Schwartz (2005) to identify song titles based on 

tapping a rhythm on a keyboard. 

This technique considers relative frequency of taps in a sequence by converting the time 

between events into a character representing if that particular tap was tapped at a different 



Evaluation of a rhythm based user authentication system for mobile devices 

14 
 

rate to the previous tap. Given a tap time ὲ and the two tap times immediately before it: 

ὲ1 and ὲ2: 

1. If ὲ  ὲ1 > ὲ1 ὲ2, that is, the time between this tap and the one before it is 

greater than the time between the two previous taps, then this gap is represented as 

ΨǳΩΣ ǘƘŀǘ is, the values go up. 

2. If ὲ  ὲ1 < ὲ1 ὲ2, that is, the time between this tap and the one before it is 

less than the time between the two previous taps, then this gap is represented ŀǎ ΨŘΩΣ 

that is, the values go down. 

3. If ὲ  ὲ1 = ὲ1 ὲ2, that is, the time between this tap and the one before it is 

the same as the time between the two previous taps, then this gap is represented as 

ΨǎΩΣ ǘƘŀǘ ƛǎΣ ǘƘŜ ǾŀƭǳŜǎ ǎǘŀȅ ǘƘŜ same. 

The actual algorithm is slightly more complex than this, by first converting the timings to a 

rhythmic contour, and by also introducing a small amount of allowed fluctuation between 

the two values in the third case. Marriner (2007) experimentally determined a value of 1.5 

ms to allow for two tap distances to be considered the same. 

Using this algorithm, Marriner (2007) undertook further tests with the system, asking users 

to enter a series of taps and then to repeat it. This gives more useful results than the 

previous experiment, showing that it takes on average 3.6 times for a user to successfully 

reproduce two tap sequences. This is a very high amount, although further research is 

required to see if this would decrease as users become more used to the pattern. From the 

outset though, it appears as if enrolment may be a chore and cause negative impressions in 

the ǳǎŜǊΩǎ mind of Tapas of being unreliable from first use. Assuming that the 3.6 times to 

successfully reproduce a tap assuming no memory issues is a constant and does not 

decrease, and assuming a 6 second time to enter a tap sequence (3 seconds for the actual 

sequence + the tap timeout), this leads to a seemingly high 21.6s wait on average to unlock a 

PDA. The biggest problem identified was the detection of different number of taps by the 

touch screen than entered. 

Experiment 3 by Marriner (2007) gives different results, of those who could successfully log 

in, a mean of 1.6 attempts were needed, which is more acceptable, however no reason for 

this disparity is given. One fifth of people attempting to log in could not, and gave up after 

10 events. This amount is unacceptably high. 

The security of the algorithm can also be considered. Given that a tap event can be encoded 

in 3 different ways, and each tap generates 2 events (an up and a down), then for a tap 

sequence of length ὲ, the number of event pairs is 2ὲ 1, so the possible permutations of 

the generated string is 32ὲ 1, if the length of the taps is known. Given our average rhythmic 

contour string is of length 13, this gives us 531,441 possible permutations, which appears to 

compare favourably to a 4 digit PIN which only has 10,000 permutations. It remains to be 

seen whether users generate sequences with sufficient entropy to maximise this theoretical 

space. 
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Further to this, Jolley (2008) took the concept and prototypes developed by Marriner (2007) 

to implement the Tapas into a security subsystem for a Windows Mobile 5 device. It is this 

implementation that the experiments carried out by this study focus on. 

Jolley (2008) lists several requirements and features for his implementation: 

For the Set up Screen: 

¶ The user must be able to enter a Tapas pattern. 

¶ This data must be saved onto the device. 

¶ The user must be able to set a lock out time. 

¶ The user must be able to set a backup password. 

¶ The user must be able to change the Tapas pattern once an original pattern has been 

entered. 

For the Lock Screen: 

¶ The user must be able to enter a Tapas pattern. 

¶ The user must be able to enter a backup password. 

To fulfil these requirements, Jolley (2008) investigated two methods of implementing Tapas 

onto a Windows Mobile device, firstly as a Local Authentication Plug-in (LAP) for the Local 

Authentication Subsystem (LASS), an integral part of Windows Mobile OS, or secondly as a 

persistent background application implementing its own security lockout system. 

Given the downsides of implementing a persistent application (hit against memory usage, 

conflicts with the LASS, ease of disabling Tapas), and that the LASS is the official supported 

mechanism for this type of implementation, Jolley (2008) implemented Tapas as a LAP for 

the LASS. 

Jolley (2008) also made the decision to re-implement the system for pattern capture and 

matching developed by Marriner (2007), mainly as LAPs must be written as a DLL and Visual 

Basic does not provide facilities for this kind of binding. Jolley (2008) also lists a number of 

usability concerns with the Marriner (2007) prototypes. 

Jolley (2008) also conducted some small-scale usability tests of his particular software with 

11 users; however despite some small bugs identified, the test results were positive. 

However, there are some inconsistencies in the analysis of the results, for example, Jolley 

(2008) ŎƭŀƛƳǎ άit was positive that all the users found the time out on the device to be 

ǿƻǊƪƛƴƎέΣ ƘƻǿŜǾŜǊ ǘƘŜ ǊŜǎǳƭǘǎ ǎƘƻw that the timeout lock did not work in 2 cases and no 

explanation is given for the discrepancy. 

Additionally, the results of the tests are at odds with the small usability studies Marriner 

(2007) performed, which showed significant issues with being able to reproduce taps and 

the ability of the system to detect taps that were not evident in this experiment. Statistics 

such as how many attempts it took a user to successfully log in using Tapas would have been 
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useful. It is possible that the small scale of the experiments in Jolley (2008) meant the 

problem only occurred once, or it is possible that the device Jolley (2008) used, an O2 XDA 

Mini S, uses a different touch screen technology to the LOOX 720 used by Marriner (2007). 

Unfortunately neither devices list in their datasheets any specific information about this 

touch screen so I would not be able to investigate these possibilities any further. 

A further review of the specific software developed by Jolley (2008) was taken as part of the 

experiment preparation and is discussed in section 8.1. 
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7 EXPERIMENT DESIGN 

7.1 PLANNING 

As discussed in the Introduction, this study aims to address three key questions drawn from 

the scope of the project as defined by Edwards (2008): 

1. How secure is Tapas? 

2. How memorable are tap sequences? 

3. How does Tapas compare to the traditional PIN or password based authentication 

mechanisms?  

Experiments should be designed in order to answer these questions. Cairns & Cox (2008) 

cover the different form of human-computer interaction experiments that can be 

undertaken, specifically covering questionnaires, in-depth interviews and focus groups. Diary 

studies are also a common tool used in HCI so were also included for consideration into the 

designs of the experiments. 

When designing the experiments it is also important to consider the small scale experiments 

done by Marriner (2007) and Jolley (2008) in order not to simply rehash their work. A final 

consideration is the scope of the project as defined by Edwards (2008) which dictates that 

the experiments should be on a larger scale than those done previously. 

The experiments performed by Marriner (2007) and Jolley (2008) were limited in depth, and 

focussed mainly on quantitative data using questionnaires. The scale was also limited in 

breadth, dealing with a limited number of participants. This study should expand on both the 

breadth and depth of these previous experiments. A diary study would collect a great deal of 

qualitative data greatly increasing the depth, however a concern exists on whether or not a 

sufficiently broad group would take part ς Windows Mobile has a limited market share at 

13.8% (Canalys, 2008). A workaround for this would be to provide the devices for people to 

use, however resource limitations mean this is not possible. 

An alternative is to perform a questionnaire based study, using a single device and inviting 

participants back regularly at differing intervals in order to see if they can recall and enter 

their tap sequence. This would allow many more participants to be involved, but is a more 

contrived situation, missing out on the real world usage a diary study would allow. 

The focus group and interview scenarios discussed in Cairns & Cox (2008) could also be 

considered, however suffer their own problems. With the limited resources I had at my 

disposal (only a single device), a focus group would offer limited benefit over interviews or 

questionnaires as users could only partake one at a time, and participants may be biased by 

the other participants in the focus group. Interviews are also problematic with the great deal 

of qualitative data obtained which is difficult and time-consuming to analyse. 
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It would appear that designing a single experiment which is both sufficient in depth and 

breadth is complex, and a better solution may be to design two experiments, one which 

investigates the subject in depth, and a second experiment which is on a large enough scale 

to have a large breadth. 

Revisiting the earlier diary study idea, this now appears to be a good solution, as a second 

experiment can be designed which addresses the breadth element that the diary study may 

be lacking in. 

The diary study should aim to emulate as realistic a simulation as possible so the instructions 

will be kept simple and ambiguous in order to gather as much data as possible. The limited 

number of participants will make being able to analyse a large amount of qualitative data a 

possible task within the project. 

The complementary experiment must therefore widen the participation, yet bring a 

manageable amount of results. Questions that bring quantitative answers are desirable here, 

although a limited amount of qualitative data can be corrected. Questionnaires about hands-

on experience with the device, as opposed to interviews and focus groups, seem a good 

solution; however the nature of the questionnaire and the experiments needs to be 

considered. In order to investigate the memorability of taps, the format suggested by 

Edwards (2008) makes the most sense, with users being asked to register a tap sequence 

and then recall it later. 

The time between registration and recall also needs to be considered. It should be long 

enough to be a real test of memory, yet short enough to be realistic. As a result of my 

literature review, there appears to be limited information about the memorability of this 

sort of sequences, so the time chosen is fairly arbitrary. 

With the in-depth and questionnaire based studies, a study sufficiently broad and deep 

enough to deal with the question of memorability appears to be devised, however there 

remains the points of comparison to passwords and security to remain. 

The questionnaire could be designed such as to measure users perceived security; however a 

real test of security would need either a more involved experiment, or another separate one. 

The diary experiment may also touch on security; however this would be a fairly limited 

amount depending on how many attempts are made to unlock the device. A more definite 

study is required in order to ensure there is sufficient data to be analysed. 

A third experiment, with quantitative data to be collected experimentally, appears to be 

sensible. In order to keep the diary study a real world experience, attacks on devices should 

be simulated outside of the diary study. The data generated from this experiment should be 

quantitative in order to perform a detailed analysis on the system, and qualitative data 

gathering on perceived security can be incorporated into the other experiments. For the 

same reasons as discussed above, an experiment with the data captured by questionnaire 

appears to be the most appropriate. 
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The final concern is how to compare the system to the traditional PIN/password system; 

however this is simply accomplished by following good experimental design and using a 

control group with PINs, rather than taps. 

Considering the data to be collected, and the relative strengths of each different method 

considered above, there appears to be three experiments that need to be designed to 

address the different aspects of the problem: 

¶ A diary study in the real world in order to gather in depth data on usability and 

memorability; 

¶ A questionnaire and registration/recall experiment in order to gather a broad range 

of experiences with Tapas; 

¶ A further questionnaire and security based experiment in order to address the 

concerns regarding the security of Tapas. 

7.2 ETHICAL CONSIDERATIONS 

Blandford, Adams, Attfield, Buchanan & Gow (2008) suggests three important elements of 

ethical consideration: 

¶ Vulnerable participants; 

¶ Informed consent; 

¶ Privacy, confidentiality and maintaining trust. 

The participants were all able bodied and in good health, with the majority being students, 

with some professionals taking part ς meaning that they would not feel pressured into 

taking part in the experiment and getting good results. 

All participants were given a high level overview of the experiment in the advertisement for 

participants, and a more in-depth description when they responded to the advertisement 

and given the participant pack, as well as the full pack of instructions, so they were fully 

informed at all points about what the experiment entailed. 

All participants were also fully informed that their data will be held confidentially for analysis, 

and only data that has been made anonymous will be made available in the report. The 

paper questionnaires and diaries were securely stored in my house with the raw 

computerised data and analysis in a password protected spreadsheet. Only the analysed and 

summarised anonymous data will appear in this final report or itsΩ appendices. 

These three facts address the three elements of ethics listed above, in addition to satisfying 

the ethical expectations of computer science professionals (British Computing Society, 2006).  

7.3 LONG-TERM EXPERIMENT 

7.3.1 OVERVIEW 

For the long-term experiment, the aim was to investigate the usability of the Tapas system 

in everyday use, which would not be covered by the laboratory experiments. This allowed 
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Tapas to be used a lot more heavily than in the laboratory experiments, giving a lot of useful 

Řŀǘŀ ŀōƻǳǘ ǘƘŜ ƛƴŘƛǾƛŘǳŀƭΩǎ ǳǎŜ ƻŦ ¢ŀǇŀǎΦ 

The long-term experiment was also useful for gathering usability data on Tapas in a variety 

of different environments. Jolley (2008) suggested the use case of logging into a device on a 

bus, and it is obvious how other environments could be encountered. 

Due to resource limitations, participants were required to have a Windows Mobile device or 

smart-phone, this limits the sample size that were available to partake in this experiment; 

however this allowed analysis to focus more on qualitative data. As these participants 

already had experience with a Windows Mobile device, they were their own control group, 

and meaning that the experiences of using the mobile device both with and without Tapas 

could be related. 

A possible consequence of the requirement for people to provide their own devices is that 

this limits the range of people involved and the sample may have been biased. 

7.3.2 PARTICIPANT INSTRUCTIONS 

For this experiment, participants were first asked to complete a background questionnaire 

and enable PIN/password protection for their Windows Mobile device if they did not already 

use it. 

The questions regarding background were required in order to gauge the usersΩ ŜȄǇŜǊƛŜƴŎŜǎ 

with the software and place the diaries into a context. The control period at the beginning of 

the experiment can be used in order to address the area of comparisons between Tapas and 

PIN/password. 

After 3 weeks, the participants were then asked to complete a questionnaire about their 

experiences with the PIN/password system, and were then given Tapas to install on their 

mobile devices for a further period of 3 weeks. 

During these 3 weeks, they were asked to keep a diary recording how they found the system 

on each day ς frustrating or transparent to use, as well as examples of particular situations 

where they used the system and found it particularly frustrating or had to use the backup 

password system. 

These instructions were kept deliberately vague and broad in order to gain as much 

information as possible. However, consideration was made in order to ensure the 

instructions are not so vague so the user does not miss out crucial information. As Jolley 

(2008) suggested further work using different environments, specific mention was made to 

recording this type of information. 

At the end of the three weeks, another questionnaire was completed, with the users asked 

to summarise their experiences using the PIN/password based system. 
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Both this questionnaire and the PIN/password one contained the same questions in order 

for direct comparisons to be made between the two. These questions were chosen in order 

to gather the range of perceived experience from the different aspects of the system ς the 

effort of logging in, the mental demand of recall, and the overall frustration of the system. 

Additional space was also left for freeform qualitative text. The Tapas questionnaire also 

contained an additional question. Following the concerns of Marriner (2007) that the system 

was not accurately detecting all taps, a question was asked as to what the participants felt 

the reason any unsuccessful logins were in order to discover if this issue did re-occur. 

The full details of the instructions and questionnaires are given in Appendix B. 

7.3.3 PILOT EXPERIMENT 

Due to the length of time this experiment would take, a full pilot experiment was not 

feasible, so a different approach was taken, mainly focussing on bug finding and the stability 

of Tapas. 

Tapas was installed on a PDA for testing and used daily for 2 weeks during the preparation 

phase, where bugs were identified and fixed, and the experiment designed based on 

experiences of using this device. Due to the timing (Tapas being tested whilst the 

experiment was being designed), the actual questionnaires and diary experiment were not 

piloted, although as diary studies are well understood and the questionnaire similar to those 

in the other experiments which were piloted, this should present a minimal risk to the 

project. 

7.4 USABILITY EXPERIMENT 

7.4.1 OVERVIEW 

The usability experiment is the complement to the long-term experiment. Where the long-

term experiment aimed to investigate the use of Tapas in depth over a long period of time 

with a limited number of participants, the usability experiment aimed to cover a broader 

group of users, but with a less in-depth study of the technology. 

This experiment was conducted in a laboratory setting and a variety of users chosen to 

represent a good range of experience with Windows Mobile devices and security, and 

technology in general. 

With the experiment, people were invited to enter a series of taps, with a smaller control 

group asked to enter a PIN, and then invited back a week later to re-enter their taps or PIN. 

Quantitative data about the number of users who could recall their taps or PIN, the amount 

of attempts it took them, and the overall time it took them to log in to the system will be 

recorded and subsequently used for analysis. 

7.4.2 PARTICIPANT INSTRUCTIONS 

First, participants were asked to fill in a very brief questionnaire asking for background 

information about past experience with touch screen devices and PINs/passwords. 
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The questions asked in the questionnaire are designed so as they can be used to discover 

interesting correlations with other results. One question that can be addressed is whether or 

not touch screen experience gives any bearing to the usability of the system, and other 

useful background information about the participants experience with security may also be 

interesting in order to strengthen the claims of Clarke et al. (2002) with regards to the 

current state of mobile security. 

Additionally, Jolley (2008) brought up an interesting question of discovering if there was a 

relationship between musical ability and the ability to remember taps. A question asked 

people for their musical background was added in order to address this and use this for a 

correlation. 

After filling in this questionnaire, users were then presented with the modified Tapas 

program, as described in section 8.2, which was prepared with their participant ID. They 

were then asked to enrol on the system by entering their series of taps twice. It was noted 

how many times they attempted to enrol, characteristics of their tap sequence, and they 

were asked how confident they felt that they would be able to recall their taps in a week. 

The characteristics of the tap sequence can then be analysed to see if it bears any 

correlation to the ability to register and recall the tap sequence, and confidence once again 

can be used to analyse perceptions of the system. 

Participants that were able to successfully enrol were asked to return in a week for the 

second stage of the experiment. 

A control experiment was also designed to be used in the ratio of 1:9 of control to Tapas, 

which instead of using the taps were asked to use the backup password feature of Tapas to 

register, remember and recall a password, rather than a tap sequence. All questions were 

the same, with appropriate language changed to PIN/password rather than Tapas, in order 

for direct correlations to be drawn. 

After the participants returned for the second part, they were first asked to record how 

confident they felt. With this data, a measure of change in confidence over time can be 

generated. It also would make sense that a high confidence immediately before recall shows 

that the user believes they have remembered the sequence, and then correlating this with 

the attempts made will show how accurate this confidence is. 

Users were then presented with the modified Tapas program loaded with their user ID and 

were then asked to attempt to re-enter their taps. The overall time taken to log in, and the 

number of attempts required to log in was then noted. 

Users that were unable to log in were asked why they believed they were unable to log in ς 

either because they did not recall their taps, or because they believed that they could recall 

ǘƘŜƳ ōǳǘ ǘƘŜ ǎȅǎǘŜƳ άŘƛŘ ƴƻǘ ŀŎŎŜǇǘέ ǘƘŜƳΦ 

After the experiment had concluded, users were given another very short questionnaire 

about their experiences with Tapas and how it compared against a PIN/password system. 
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This questionnaire deals with the same criteria as the long-term experiment to address 

different aspects of the system ς the effort of logging in, the mental demand of recall, and 

the overall frustration of the system, and the penultimate question addresses the 

comparison question, asking the participants which system they would prefer and asking for 

qualitative justification for this decision. In order to address the security, or at least the 

perceived value of it, a final question was added to address this area. 

The full instructions are given in Appendix C and for the control experiment in Appendix D. 

7.4.3 PILOT EXPERIMENT 

A small pilot experiment was performed with 2 users, and the pilot ran smoothly. One 

participant mentioned the Likert scales were not clear, so minor changes were made to 

improve the clarity of the scales. 

7.5 SECURITY EXPERIMENT 

7.5.1 OVERVIEW 

Whereas the long-term and usability experiments focus mainly on the usability of the Tapas 

system, this focused mainly on the security of the system. This experiment had a user, Alice, 

and someone who is attempting to gain access to the PDA, Mallory (Rivest, Shamir, & 

Adleman, 1978). Using an increasing amount of knowledge and different techniques, Mallory 

attempted to log in to the PDA using the Tapas system. 

The first method to be used was that of dumb guessing ς would using a randomly different 

ǎŜǊƛŜǎ ƻŦ ǘŀǇǎ ǊŜǎǳƭǘ ƛƴ ŀ ŎƻƳōƛƴŀǘƛƻƴ ǘƘŀǘ ƳŀǘŎƘŜǎ ŎƭƻǎŜƭȅ ŜƴƻǳƎƘ ǘƘŜ ǳǎŜǊΩǎ ǊŜŀƭ ǇŀǎǎǿƻǊŘΣ 

or using a well known tune or rhythm (such as the Match of the Day tune) result in a match? 

The second was that where Mallory overheard the taps being entered, firstly in a typical 

outdoor environment where the more realistic issue of background noise was encountered, 

and secondly in a less realistic laboratory environment. Mallory will then try to replicate the 

overheard taps and the success rate will be measured. 

The third experiment was where Mallory had both a visual and auditory clue to the tap 

sequence ς that is, they could see Alice enter the taps. 

A final experiment would attempt to replicate that of a social engineering attack, where 

Alice attempted to describe the series of taps to Mallory, and Mallory would then attempt to 

replicate the taps as described. 

7.5.2 PARTICIPANT INSTRUCTIONS 

In this experiment, participants will be put into pairs, with one person in the pair 

ǊŜǇǊŜǎŜƴǘƛƴƎ ǘƘŜ Ψ!ƭƛŎŜΩ ǳǎŜǊΣ ŀƴŘ ǘƘŜ ƻǘƘŜǊ ǊŜǇǊŜǎŜƴǘƛƴƎ ǘƘŜ ΨaŀƭƭƻǊȅΩ ŀǘǘŀŎƪŜǊΦ 

Ψ!ƭƛŎŜΩ was first asked to enrol into the Tapas ǎȅǎǘŜƳ ŀǿŀȅ ŦǊƻƳ ΨaŀƭƭƻǊȅΩΦ Ψ!ƭƛŎŜΩ was given 

guidance as to the complexity of the series of taps to use, so different pairs could simulate 

ŘƛŦŦŜǊŜƴǘ ƭŜǾŜƭǎ ƻŦ ǘŀǇ ŎƻƳǇƭŜȄƛǘȅΦ Ψ!ƭƛŎŜΩ ǿould then log into the system and hand over the 
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t5! ǘƻ ΨaŀƭƭƻǊȅΩ όŀ ƭŜǎǎ ǾƛƻƭŜƴǘ ǿŀȅ ƻŦ ǎƛƳǳƭŀǘƛƴƎ ǘƘŜŦǘύ ǿƘƻ ǿould attempt to log into the 

t5! ǳǎƛƴƎ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƎƭŜŀƳŜŘ ŦǊƻƳ Ψ!ƭƛŎŜΩΦ ¢ƘŜ ƭŜǾŜƭ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ΨaŀƭƭƻǊȅΩ had 

gradually increased until they are able to log into the system and the point that they will be 

able to log in will be recorded. 

With the usability aspects of Tapas well covered by the long-term study and the usability 

study, this experiment was designed just to focus on security, with the only data collected 

related to how many attempts a break in required. The iterations are design with real-world 

ǎŎŜƴŀǊƛƻǎ ƛƴ ƳƛƴŘ ǿƘƛŎƘ ŀǊŜ ƭƻƻǎŜƭȅ ƎƛǾŜƴ ƛƴ ǘƘŜ ŘŜǎŎǊƛǇǘƛƻƴǎΣ ŜΦƎΦΣ άƭƻǎŜ ȅƻǳǊ t5! ƻƴ ŀ ǘǊŀƛƴέΣ 

becoming decreasingly realistic as they progress. 

Direct comparison between this experiment and a control one involving passwords would 

not be possible, as a completely different experiment would need to be designed to evaluate 

password security of which the results may not be directly comparable ς overhearing 

someone enter a password is not a fair comparison. With the wide range of literature 

relating to password security and the comparisons available from the previous 2 

experiments, a direct control is not necessary. 

The iterations are as described above, and the full instructions are given in Appendix E. 

7.5.3 PILOT EXPERIMENT 

A pilot experiment was carried out using a pair of users given the guidance to use a 

moderately complex sequence ς the attacker had no previous experience with Tapas, 

whereas the user was involved in the previous pilot experiment. 

The pilot experiment ran smoothly, however the attacker was able to break in surprisingly 

easily. Considering the problems discussed in 9.2.2, I suspect that it was only through luck 

and previous experience that the user was able to successfully enrol. 
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8 PREPARATION 

8.1 LONG-TERM EXPERIMENT 

To prepare for this experiment, the Tapas software 

implemented by Jolley (2008) will be required to 

be loaded on to the PDA or smart-phone of the end 

user. 

Testing was performed as part of the pilot study for 

the long-term experiment, and various bugs were 

found in the Jolley (2008) implementation, mainly 

relating to the wrapper code rather than the core 

Tapas algorithm itself. The LAP as compiled by 

Jolley (2008) would only run on Windows Mobile 5 

for Smartphone devices, whereas most modern 

devices will be running the more modern Windows 

Mobile 6 OS. Binaries for Windows Mobile 5 for 

Smartphone would run on a Windows Mobile 6 

Professional device, but would lock up a Windows 

Mobile 6 Classic device on boot requiring a reinstall 

of the OS. 

The cause of this lockup was isolated to the MakeEmergencyPhoneC all()  procedure, 

ǿƘƛŎƘ ǊŜǉǳƛǊŜŘ ǘƘŜ [!t ǘƻ ōŜ ƭƛƴƪŜŘ ŀƎŀƛƴǎǘ ŀ ΨǇƘƻƴŜΦŘƭƭΩ ƭƛōǊŀǊȅΣ ǿƘƛŎƘ ²ƛƴŘƻǿǎ aƻōƛƭŜ с 

Classic devices do not have. Following the advice of Limosani (2008), this function was 

ŎƘŀƴƎŜŘ ǘƻ ŎƘŜŎƪ ƛŦ ǘƘŜ ΨǇƘƻƴŜΦŘƭƭΩ ƭƛōǊŀǊȅ ƛǎ ŀǾŀƛƭŀōƭŜΣ ŀƴŘ conditionally make a phone call 

only if this library is available (otherwise do nothing). 

! ǇǊƻōƭŜƳ ǿŀǎ ƛŘŜƴǘƛŦƛŜŘ ŘǳŜ ǘƻ ŀ ŎƘŀƴƎŜ ƻŦ ²ƛƴŘƻǿǎ aƻōƛƭŜΩǎ ǎŜŎǳǊƛǘȅ !tL ōŜǘǿŜŜƴ 

versions 5 and 6, which led to the backup password feature not working. A backup password 

feature had to be implemented within Tapas itself, rather than relying on the external API. 

The implementation by Jolley (2008) also had some debugging code left in, such as the 

Ψ9ƳŜǊƎŜƴŎȅ /ŀƭƭΩ ŦŜŀǘǳǊŜ ōŜƛƴƎ ŘƛǾŜǊǘŜŘ ǘƻ Ƙƛǎ ǇŜǊǎƻƴŀƭ ƳƻōƛƭŜ ǇƘƻƴŜΣ Ǌather than the 

ŜƳŜǊƎŜƴŎȅ ǎŜǊǾƛŎŜǎΣ ŀƴŘ ǿǊƛǘƛƴƎ ǘƻ ŀ ŦƛƭŜ ά5ŜōǳƎΦǘȄǘέ ƛƴ ǘƘŜ Ǌƻƻǘ ƻŦ ǘƘŜ ŘǊƛǾŜΦ ¢Ƙƛǎ ŘŜōǳƎƎƛƴƎ 

code was made to be conditional depending on whether the code was compiled in debug 

mode or not. 

There was also an issue with the implementation of the algorithm where the first tap in a 

pattern would be disregarded. Jolley (2008) explicitly states that this should not be the case, 

so I have corrected the comparison loop. 

Other design issues were also identified ς for example the software killed all other 

applications if it was not running as the foreground window to be displayed at the front, 

 

FIGURE 1 - TAPAS UNLOCK SCREEN 
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ǿƘƛŎƘ ǎƻƳŜǘƛƳŜǎ ƭŜŘ ǘƻ ǘƘŜ Ψ¢ƻŘŀȅ ǎŎǊŜŜƴΩ ōŜƛƴƎ 

killed, rendering the device unusable. This was 

changed by creating the dialog with a flag stating 

it should be above all else. 

8.2 USABILITY EXPERIMENT 

For this experiment, the Tapas software will 

have to be modified slightly in order to deal with 

the different participants. As the Jolley (2008) 

implementation of Tapas stores the taps in a 

registry key, a simple modification asking for a 

participant ID (as in Figure 2) when logging in 

and then loading the appropriate registry key is 

all that is required. 

In the Jolley (2008) implementation of the Tapas 

software, the code was structured such that the 

UI and LAP API code were in the same file. The 

code was restructured so that the UI was separate from the LAP call-backs, and used this to 

create a simple program that launched the tap acquirement and recall dialogs with the taps 

being saved and loaded according to an entered participant ID. 

For this experiment, a HP iPaq 114 running Windows Mobile 6 Classic was chosen. The 

device is an entry-level PDA featuring the bare minimum required for the project - a touch 

screen, and the Windows Mobile OS. 

 

FIGURE 2 - EXPERIMENT CONTROL SCREEN 
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9 RESULTS & ANALYSIS 

9.1 LONG-TERM EXPERIMENT 

9.1.1 OVERVIEW 

For this experiment, 7 participants with their own Windows Mobile devices were recruited 

and asked to keep diaries and fill in before and after questionnaires about their experience. 

From this initial sample of 7, 2 stopped responding to e-mail after the experiment started. It 

is unknown if this is due to issues with Tapas or a lack of willingness to take part. A further 2 

were then forced to drop out due to problems with the Tapas software. In one case, the 

ǎƻŦǘǿŀǊŜ ŎƻǊǊǳǇǘŜŘ ǘƘŜ ǇƘƻƴŜΩǎ h{ ό²ƛƴŘƻǿǎ aƻōƛƭŜ рύ ŎŀǳǎƛƴƎ ƛǘ ǘƻ ŎǊŀǎƘ ƻƴ ōƻƻǘΦ L ǿŀǎ 

unable to replicate the bug in the emulator or connect a debugger to the device so was 

unable to track down this problem. In the other case, the participant complained of the 

software disabling the physical buttons on his device (including the power button), meaning 

the only way he could wake up the device was to reset it. Once again, I was unable to track 

down the problem (there is no code in the Tapas LAP that handles physical button presses), 

and this participant was forced to drop out of the experiment. 

Of the remaining 3 participants, one complained of time commitments that kept him from 

filling in an accurate logbook and also dropped out of the experiment. He was able to give 

some partial data from a fortnight of using Tapas on his thoughts and on bugs in the 

software, which will be discussed further below. 

Having only the results of 2 users to analyse was less than expected, however the dichotomy 

of their experiences was very interesting, and this will also be discussed in further below. 

9.1.2 PROBLEMS 

The experiment was not without issues. Above, I identified two issues which meant two 

participants could no longer take part. I am at a loss as to the cause of the physical button 

disabling bug identified by one participant, and a further investigation into the bug by an 

expert on the Windows Mobile platform would be needed. 

The second issue regarding the phone locking following installation is also unresolved. The 

device, whŜƴ ōƻƻǘŜŘΣ ŘƛǎǇƭŀȅƛƴƎ ŀ ǿƛƴŘƻǿ ǘƛǘƭŜ ƻŦ άtŀǎǎǿƻǊŘέΣ ǿƘƛŎƘ ƛǎ ƎŜƴŜǊŀǘŜŘ ōȅ ǘƘŜ 

default LAP, which suggests that the installer did not work on this particular device and left 

the device half-corrupted. The inability to reproduce this bug on any other device, and lack 

of access to the particular device to use the remote debugging tools also left this bug 

unresolved. 

A further problem was identified during the experiment from one of the diary study 

participants. In order to comply with the Microsoft requirement that locked phones should 

be able to call the emergency services, Tapas was implemented with a button on the touch 

screen to dial them. Unfortunately, this button is very easy to activate. On day 3, it was 

activated by a user absent-mindedly not paying attention to where he was tapping. However, 
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a more serious set of circumstances became apparent later on in the experiment though. 

When a Windows Mobile phone receives an SMS message, it will wake up the device and 

activate the touch screen for 1 minute, making it relatively easy to accidentally catch the 

button with keys or other items in the same pocket the phone is kept in. This happened on 

day 5, and then 3 times on day 10. The participant contacted me on day 10 to report the 

flaw and I immediately provided a version with the Emergency Call button disabled to 

provide a short term fix to the issue. 

Two minor bugs were identified during the experiment, but were not reported to me until 

the end so no investigation was done into potential bug fixes. The first bug was that a user 

reported whilst the device was locked, any alarms set appeared to be silenced. The second 

bug only occurred once and was that the Tapas unlock window appeared on top of an 

ƛƴŎƻƳƛƴƎ Ŏŀƭƭ ǎŎǊŜŜƴΣ ƳŜŀƴƛƴƎ ǘƘŜ ǳǎŜǊ ƘŀŘ ǘƻ άfrantically fight the lock screen to unlock the 

device so [he] could receive the callέΦ 

9.1.3 PARTICIPANT DATA 

Both the participants who fully completed the study were male students studying Computer 

Science in their late teens or early 20s. Both had past experience with touch screen devices 

and currently use them as their main phone. In one case, this main phone was the device 

used in the experiment; however the other user had upgraded to an Apple iPhone for his 

main phone and used the older Windows Mobile device as a PDA only. 

Both users currently use a security system on their phone, one using the default PIN system 

ƻŦ ŀƴ ƛtƘƻƴŜ ŀƴŘ ǘƘŜ ƻǘƘŜǊ ǳǎƛƴƎ ŀ ƎǊŀǇƘƛŎŀƭ ǇŀǎǎǿƻǊŘ ǎȅǎǘŜƳ ŎŀƭƭŜŘ ά¢ƘǊƻǘǘƭŜ [ƻŎƪέ 

(ThrottleLauncher, 2008). 

A third user, another male Computer Science student in his early 20s, also provided some 

partial results which are discussed below. 

5ŜǎǇƛǘŜ ǘƘŜ ǎƳŀƭƭ ǎŀƳǇƭŜ ǎƛȊŜ ŀƴŘ ǎƛƳƛƭŀǊƛǘȅ ƛƴ ǳǎŜǊǎΣ ǘƘŜ ǳǎŜǊǎΩ ǳǎŀƎŜ ǇŀǘǘŜǊƴǎ ŀǊŜ 

significantly different (one being constantly used, the other being used as infrequently as 

once a day) in order to obtain a variety of results. 

9.1.4 PASSWORDS 

Although both users had previous experience with passwords, the first 3 weeks of the 

experiment involved them continuing to use the PIN/password system and rating their 

experience at the end of it. As these first 3 weeks were over the Christmas period, their 

phone/PDA usage patterns over this period would be atypical and not necessarily 

representative, continuing the experiment as planned using the 3 week control period made 

the most sense. 

It is important to bear in mind the small sample size and that both users had previously used 

passwords extensively when analysing the results from the PIN/password use. 

Both users gave roughly the same answers for the questionnaire regarding passwords at the 

end of the period, with the exception of the question regarding the effort of the login system. 
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Figure 3 shows the results given in the questionnaire, where 1 is the least demanding, least 

successful, least effort, least frustration and most insecure, and 7 is the most demanding, 

most successful, most effort, most frustration and most secure. 

 

FIGURE 3 - RESULTS FROM PASSWORD QUESTIONNAIRE 

The obvious conclusions to be drawn from these results are that remembering passwords 

does require some mental effort, but not an unduly demanding amount, and that the 

success rate when used frequently is high. Generally, people are used to the password 

system and do not find it frustrating, and have faith in the security, yet are aware of the 

limitations. 

The difference in effort is interesting, with one user obviously feeling a considerable addition 

in effort level (presumably over the case of there being no security) yet the other felt the 

opposite. A conjectured cause for this is that users perceive security differently. If it is felt it 

is necessary, the effort added may be justified and the additional effort not felt as much. 

There is no data to support this conjecture, however. 

Neither user felt the need to add any additional comments about the password system. This 

is possibly because password systems are ubiquitous as a security mechanism, meaning 

acceptance and understanding is high. The above results certainly support this conjecture. 

9.1.5 TAPAS 

After the end of the second 3 week block where Tapas was used, users were asked to record 

answers to specific questions about their experience in a questionnaire. As is expected from 

the dichotomy of experiences recorded in the diaries, the results of the Tapas questionnaire 

vary more between the participants than the password questionnaire. 
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FIGURE 4 - RESULTS FROM TAPAS QUESTIONNAIRE 

Figure 4 shows the results of the Tapas questionnaire, where 1 is the least demanding, least 

successful, least effort, least frustration and most insecure, and 7 is the most demanding, 

most successful, most effort, most frustration and most secure. 

It is obvious by comparing this chart to the one for the password experiment  above that in 

every way, with the exception of security, the participants rate the Tapas as worse than a 

password/PIN based system ς more frustrating, more mentally demanding, less successful 

and requiring more effort. These factors are reflected in the question asking participants 

which system they prefer, PIN based or Tapas. In both cases, the users selected the 

PIN/password system. The question asking for the rationale behind the decision reflects the 

facts above, with one stating that PIN/password ǎȅǎǘŜƳǎ ŀǊŜ άŜŀǎƛŜǊ ǘƻ ǳǎŜΣ ŜŀǎƛŜǊ ǘƻ 

ǊŜƳŜƳōŜǊ ŀƴŘ ƘŀǾŜ ŀ ƘƛƎƘŜǊ ǎǳŎŎŜǎǎ ǊŀǘŜέΣ ǿƛǘƘ ǘƘŜ ƻǘƘŜǊ ǎƛƳǇƭȅ ǎǘŀǘƛƴƎ ǘƘŀǘ ƛǘΩǎ άƧǳǎǘ 

ŜŀǎƛŜǊέΦ 

When answering the question for the reason for a low success rate, user 2 put it down to the 

system not recognising the taps, rather than any memory issues in recalling the taps. 

With regards to the perceived security, user 1 felt it was the same as the password system, 

whereas user 2 rated it much more secure. User 2, however, was the one who had difficulty 

with taps being recognised. It is therefore reasonable to assume that user 2 thought the 

ǎȅǎǘŜƳ ǿŀǎ άǘƻƻ ǎŜŎǳǊŜέ ς that is, it was so secure it kept him out. 

The other user who did not fully partake in the experiment but did provide me with 

feedback held a different view. He felt that the system required a lower mental demand 

than the PIN/password system, but still experienced the same frustration with the system 

consistently failing to recognise taps. His final conclusion on the system was that, although 
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he plans to switch back to a PIN now, he would use Tapas if it were polished further to solve 

the bugs he identified. 

It is unfortunate that the third user was unable to fully partake, as it would be interesting to 

see if he suffered from the same touch screen problem as user 2 or not. 

9.1.6 ANALYSIS OF DIARIES 

Both diaries reported a dichotomy of experiences, even from the very start. One user 

expressed issues installing the software and required help from a friend to complete the 

process, however the other did not. The user that had the issues was the one who was less 

out of practice with using the Windows Mobile platform; therefore it is likely the issues were 

as a result of the Windows Mobile platform rather than the software itself, especially 

considering that Tapas was packaged as a standard Windows Mobile .CAB installer, with the 

caveat that some security certificates had to be installed first. A production version of Tapas 

would not have this issue as it could be signed with a commercial Authenticode certificate 

instead of a self-signed certificate. 

The other two users who dropped out after installing Tapas reported no difficulty with the 

installation procedure itself, and both of these users used the Windows Mobile device as 

their primary phone, which appears to support my theory above. 

Once the initial installation was complete, both users reported no major problems with 

enrolling their initial taps. The only issue reported was that of the tap timeout. Tapas 

assumes the sequence is complete if there has been 3 seconds of no activity, meaning that 

no tap sequence can have a gap bigger than 3 seconds in it, and also that you must wait 3 

seconds after entering your tap sequence before the device unlocks.  As a result of this, one 

user made the comment that he άhad to tap a bit ǉǳƛŎƪŜǊ ǘƘŀƴ ŜȄǇŜŎǘŜŘέ ǿƛǘƘ Ƙƛǎ ǘŀǇ 

ǎŜǉǳŜƴŎŜΣ ƘƻǿŜǾŜǊ ǘƘŜ ƻǘƘŜǊ ŦŜƭǘ ǘƘŜǊŜ ǿŀǎ ŀ άƭŀƎέ ōŜǘǿŜŜƴ ƘƛƳ ŜƴǘŜǊƛƴƎ Ƙƛǎ ǘŀǇǎ ŀƴŘ ǘƘŜ 

device unlocking. 

One point of note with the configuration is that one user needed to continuously revisit the 

configuration screen to set the time out time until he found a satisfactory lock-out time that 

balanced security and annoyance. It was not until day 13 he seemed to find a satisfactory 

time out time ς 10 minutes. 

Where the participants used Tapas on their main device, it was used in a considerably wider 

range of environments than the participant who used it only on his PDA. User 3 noted in his 

feedback two particular environments where he felt Tapas excelled where a PIN/password 

system would not. 

These environments were whilst being a passenger in a car, where you may have difficulty 

holding the screen steady, and in a brightly lit environment where the screen may be 

washed out from the light. As the precise location on the touch screen is unimportant for 

taps, this meant that Tapas was successful where a traditional approach may not have been. 
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User 1 was limited to use in fairly uninteresting circumstances, likely a result of the PDA not 

being his main portable device. This may have contributed to the relative success of his 

usage of Tapas. 

User 2 also only had one non-standard environment of interest, which is that of being 

intoxicated. This happened on days 6 and 15. On both occasions the user noted that it was 

άƛƳǇƻǎǎƛōƭŜέ ǘƻ ǳǎŜ ǿƘƛƭǎǘ ŘǊǳƴƪΣ ƘƻǿŜǾŜǊ ǘƘŜ ǳǎŜǊ ǎǳŎŎŜǎǎŦǳƭƭȅ Ƴanaged to use the backup 

password feature and disable Tapas for the duration of the evening suggesting that the 

impairment was focussed on the ability to accurately recreate the rhythm. 

User 2 did see some benefit of not being able to log in to the system, ƴƻǘƛƴƎ ǘƘƛǎ άƳƛƎƘǘ 

ŀŎǘǳŀƭƭȅ ōŜ ŀ ƎƻƻŘ ǘƘƛƴƎ ŀ ōƛǘ ƭƛƪŜ DƻƻƎƭŜ ƎƻƎƎƭŜǎέ, presumably helping to avoid sending 

embarrassing SMS messages, in a similar way to the Google Mail Goggles system aims to 

avoid users sending e-mails they may later regret (Perlow, 2008). 

However, when considering the day-to-day use of the system, ǳǎŜǊ м ŀƴŘ ǳǎŜǊ нΩǎ ŘƛŀǊƛŜǎ 

differ wildly. The partial feedback from user 3 also suggests his experience with Tapas was 

similar to that of user 2. 

Where user 2 made note of occasions where he could successfully log in first time, user 1Ωǎ 

occasions of note were where he could not log in first time. The frustration user 2 felt with 

the system is clearly recognisable from the comments made in the diary, as well as his final 

questionnaire (discussed above). He described the system as annoying multiple times, even 

on relatively good days. His success rate improved towards the end of the third week (day 18 

onwards), yet first time successes were still rare. 

On day 7, useǊ н ƳŀƪŜǎ ǘƘŜ ŘƛŀƎƴƻǎƛǎ ƻŦ ǘƘŜ ǇǊƻōƭŜƳ ǘƘŀǘ άƛǘ ŘƻŜǎƴΩǘ ǎŜŜƳ ǘƻ ǇƛŎƪ ǳǇ ŀƭƭ ǘƘŜ 

ǘŀǇǎέΦ ¢Ƙƛǎ ŘƛŀƎƴƻǎƛǎ ƛǎ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŜ ŎƻƴŎƭǳǎƛƻƴ L ǊŜŀŎƘŜŘ ǿƘƛƭǎǘ ƛƴǾŜǎǘƛƎŀǘƛƴƎ ƛǎǎǳŜǎ ƛƴ 

the security experiment in section 9.2.2. 

¦ǎŜǊ мΩǎ use of Tapas is fairly uninteresting, in that it worked pretty much every time. Of the 

23 days of diary entries he made, 15 of them did not report any issues claiming that it 

worked first time every time, and the majority of the remaining entries are brief notes such 

ŀǎ ά{ŜŎƻƴŘ ǘƛƳŜ ƭǳŎƪȅέ ƻǊ άCŀƛƭŜŘ ǘƻ ƭƻƎ ƛƴ ǘǿƛŎŜΣ ƎǊǊέΦ !ǎ ƭƻƎ ƛƴ ǎȅǎǘŜƳǎ ŀǊŜ ǎǳǇǇƻǎŜŘ ǘƻ ƭƛƳƛǘ 

inconvenience for legitimate users, this shows that even small failures which cause minor 

inconvenience to the user greatly increase the frustration level. 

¦ǎŜǊ оΩǎ ŜȄǇŜǊƛŜƴŎŜǎ ǎŜŜƳ ǘƻ ƭƛŜ ƛƴ ǘƘŜ ƳƛŘŘƭŜ ƻŦ ǘƘŜǎŜ ǘǿƻ ŜȄǘǊŜƳŜǎΦ IŜ ƳŜƴǘƛƻƴǎ ǘƘŀǘ 

Tapas άŘoesn't always recognise the tap pattern immediatelyέ ŎƛǘƛƴƎ ƻƴŜ ƻŎŎŀǎƛƻƴ ǿƘŜǊŜ ƛǘ 

took him 5 attempts to log in. More detailed analysis is unfortunately not possible. 

User 3 also brings up the issue of security with his partial results, mentioning that his phone 

Ƙŀǎ ŀ ǎŎǊŜŜƴ ƘŀǊŘŜƴŜǊ ǎƻ ǘŀǇǎ ŀǊŜ άŎƭŜŀǊƭȅ ƘŜŀǊŘέΣ ƳŜƴǘƛƻƴƛƴƎ ƻƴ ƻƴŜ ƻŎŎŀǎƛƻƴ ǘƘŀǘ Ƙƛǎ 

phone was unlocked by a friend who had simply overheard the taps. 
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User 1 also had a similar situation, however his friends had not overheard him entering his 

taps first, they simply guessed the sequence to unlock the device and then changed the 

stored tap sequence as a practical joke. 

I will address this issue in further depth in the security experiment in section 9.2.3. 

The general conclusion to be drawn from the diary study is that the usability of Tapas 

appears to vary wildly depending on external influences ς mainly the sensitivity and accuracy 

of the touch screen on the specific device. 

9.2 SECURITY EXPERIMENT 

9.2.1 OVERVIEW 

Ten users took part in this experiment in pairs, meaning 5 sets of results were gathered. 

These users were placed into pairs with one user creating a tap sequence, and the other 

then attempting to guess it and break into the system. In 3 of the attempts, the user was 

able to break into the system with no knowledge of the tap sequence, and in the remaining 

cases was able to break in immediately after overhearing the user enter their taps. 

9.2.2 PROBLEMS 

Despite what appeared to be the initial success of my pilot experiment, a first attempt at 

running the experiment ran into problems. Four participants (2 pairs) took part, and both 

experienced similar problems. 

The users, both of who were not familiar with Tapas (unlike in my pilot experiment) were 

ŀǎƪŜŘ ǘƻ ŜƴǊƻƭ ŀƴŘ ƎƛǾŜƴ ŀŘǾƛŎŜ ƻŦ ǳǎƛƴƎ ŀ άǎƛƳǇƭŜέ ŀƴŘ άŎƻƳǇƭŜȄέ ǘŀǇ ǎŜǉǳŜƴŎŜ ǊŜǎǇŜŎǘƛǾŜƭȅΦ 

The user with the simple tap sequence had difficulty enrolling (the two tap sequences 

reportedly did not match), but was eventually able to do so successfully, and the user with a 

άŎƻƳǇƭŜȄέ ǘŀǇ ǎŜǉǳŜƴŎŜ ǿŀǎ ǳƴŀōƭŜ ǘƻ Řƻ ǎƻΣ ŀƴŘ ǿƛǘƘ ŜŀŎƘ ŀǘǘŜƳǇǘ ǎƛƳǇƭƛŦƛŜŘ Ƙƛǎ ǘŀǇ 

sequence until he was able to successfully enrol. Additionally, he was tapping harder and 

harder in order to make the screen recognise his taps, until I was forced to intervene and ask 

him to stop tapping with such force as I was concerned that the device may be damaged. 

When both users were eventually able to enrol, they were then unable to successfully repeat 

their tap sequences until after a number of attempts. Due to the very short period of time 

between enrolling and entering the taps (a matter of minutes), it appears unlikely forgetting 

the tap sequence would have been the cause; however one participant stated that they had 

forgotten which tap sequence they had eventually used, as he varied the tap sequences 

progressively making them simpler until he found one that worked. 

It appeared that this experiment suffered from the same issue that Marriner (2007) 

discovered, where the system appeared to not be detecting the taps. One participant 

suggested it would be useful if the screen showed feedback when a tap was detected. 

Marriner (2007) had this feature in the prototypes, but Jolley (2008) did not implement them 

into his version, reasoning ǘƘŀǘ ǘƘŜ ŦƭŀǎƘ άǿŀǎ ƴƻǘ ǾŜǊȅ ǿŜƭŎƻƳƛƴƎέΦ IƻǿŜǾŜǊΣ ǳǎŀōƛƭƛǘȅ 
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issues resulting from a lack of feedback when entering information using a touch screen is a 

well understood problem (Schedlbauer, 2007). 

Running the software in an emulator as part of Visual Studio and emulating the stylus using 

mouse clicks did not appear to have the same problems and all taps were registered. This 

suggests that the Marriner (2007) is correct in the diagnosis that the touch screen itself is 

the problem with tap detection, rather than anything the software is processing. 

In both cases, the attacker was able to access the system and successfully recall the tap 

ǎŜǉǳŜƴŎŜ ŘǳǊƛƴƎ ǘƘŜ άǉǳƛŜǘ ƻǾŜǊƘŜŀǊƛƴƎέ stage, however I suspect that due to the difficulty 

users had getting their systems to accept their taps on recall, it was only through chance that 

they were able to match their taps and log in. With the attackers, I suspect something similar 

was occurring, therefore over a sufficient period of time the attacker would have broken in 

with only very vague knowledge about the tap sequence, such as the length. 

Due to the problems with the experiment, it was initially abandoned with an initial 

investigation done into the failures and modifications to the experiment to work round them. 

A modified version of the software which drew a line on the screen when a tap was detected 

was developed which confirmed the suspicion that the touch screen was not detecting all 

the taps as lines were not consistently being drawn. 

 At first, plans were drawn up to emulate the tap sequence using a touch pad on a laptop 

and the Windows Mobile emulator (tapping the touchpad with a single finger emulates a 

mouse click and is similar in mechanism to touch screens that do not use a stylus). However, 

following the conclusion of the diary study and initial analysis of results, it would appear the 

same symptoms were exhibited on one device, but not the other (discussed in detail in 

section 9.1 above). The participant who did not have problems with his PDA detecting taps 

graciously agreed to let me borrow the device for this experiment, and the usability 

experiment. 

The new device, a T-Mobile MDA, was manufactured by HTC, the same company that 

produces the O2 XDA as used by Jolley (2008). It seems likely that HTC use a more sensitive 

type of touch screen than the other manufacturers that appear in this experiment and as 

originally used by Marriner (2007). 

Testing was undertaken with the new hardware and the debug software showed that the 

touch screen was picking up taps much more consistently. The experiment was restarted as 

originally planned. 

9.2.3 RESULTS 

Five experiments were performed, 2 pairs were given the hint to usŜ ŀ άǎƛƳǇƭŜέ ŎƻƳǇƭŜȄƛǘȅ 

ǎŜǉǳŜƴŎŜΣ ŀ ŦǳǊǘƘŜǊ н ǿŜǊŜ ƎƛǾŜƴ ǘƘŜ Ƙƛƴǘ ǘƻ ǳǎŜ ŀ άƳƻŘŜǊŀǘŜέ ŎƻƳǇƭŜȄƛǘȅΣ ŀƴŘ ǘƘŜ 

ǊŜƳŀƛƴƛƴƎ ǇŀƛǊ ǘƻ ǳǎŜ ŀ άŎƻƳǇƭŜȄέ ǎŜǉǳŜƴŎŜΣ ƘƻǿŜǾŜǊ ǘƘŜǊŜ ƛǎ ƴƻ current quantitative 

definition of complexity so the users were asked to use their own judgement. 
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Complexity Dumb Attack Busy Overhearing Attack 

Simple First attempt N/A 

Simple Third attempt N/A 

Moderate Seventh attempt N/A 

Moderate Unable to break Fourth attempt 

Complex Unable to break Second attempt 
FIGURE 5 - RESULTS FROM SECURITY EXPERIMENT 

Figure 5 shows the results I gathered in the security experiment, in both a graphical and text-

based form. Three of the 5 sequences were broken by the attacker simply guessing the 

sequence ς in one case even immediately, with the remaining 2 sequences broken after they 

were overheard by an attacked. In the chart, this is shown by the overall number of attempts. 

Attackers were given 10 attempts at each round before the extra information (overhearing 

the taps) was supplied. Five rounds were designed as part of the experiment however in all 

cases the device was successfully unlocked during the first 2. 

Although there is not enough data here to form any strong correlations, there does appear 

to be a trend just by looking at the above chart. In the experiment, the simpler sequences 

were broken in the first round, whereas the sequences broken in the second round were 

more complex. Further investigation based on this initial investigation may be beneficial. 

From this experiment I aimed to investigate the security of Tapas and whether or not 

complex tap sequences are more secure than simpler ones. 

From the results above, it is obvious that Tapas is not very secure, in that in all cases it was 

broken either by guessing the tap sequence or by simply overhearing the taps in an 

environment with a realistic amount of background noise (in this case, either a computing 

lab during a busy practical, or in a newspaper office). 
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For the second question, from the above data there does seem to be a correlation between 

complexity and ease to break, although there is not enough data to determine whether this 

is statistically significant or not. 

I have done a more theoretical review of the security of Tapas in section 9.2.4 which may 

explain the abysmal results demonstrated above. 

9.2.4 FURTHER COMMENTS 

Lǘ ǎƘƻǳƭŘ ōŜ ƴƻǘŜŘ ǘƘŀǘ ŜǾŜƴ ǇŀǊǘƛŎƛǇŀƴǘǎ ǿƘƻ ǿŜǊŜ ƎƛǾŜƴ ǘƘŜ Ƙƛƴǘ ǘƻ ǳǎŜ ŀ άǎƛƳǇƭŜέ 

sequence gave a tap sequence more complex than the simplest sequences given in the 

usability experiment, therefore there is a potential bias as users knew the experiment was 

related to the ability to break in to the system prior to registering the tap sequence so may 

have made their taps more secure. Conversely, in the usability experiment the participants 

may have made their taps simpler than a normal user would have in order to help ensure 

they would remember them. 

A future study could possibly be modified so users do not know their taps will be broken into 

in advance, in order to better simulate a real life attack. 

As discussed in section 6.3, Tapas calculates strings consisting of the character s, d and u to 

represent the rhythmic contours for rhythm comparison, with a theoretical maximal space of 

531,441 permutations. 

In order to discover if users would indeed create tap sequences with sufficiently unique 

timings, or instead stick to familiar patterns, a copy of all the rhythmic contour strings 

captured in both this and the usability experiment was created and analysed. 

The first analysis was to determine how many unique patterns were captured. Out of 48 

different strings, 26 (54%) were uniqueΣ ǿƛǘƘ άssssssssssέ ōŜƛƴƎ ǘƘŜ Ƴƻǎǘ ŎƻƳƳƻƴ ǊƘȅǘƘƳƛŎ 

contour string, appearing 7 times (15%). This pattern translates into roughly 5 equidistant 

taps. The other most common patterns were similar to this differing only in the number of 

taps, but still consisting entirely of the ΨǎΩ character. 

Further analysis was done on this raw data to discover the variance in rhythmic contours 

strings ς that is, looking at the frequency of the particular characters. 

As Figure 6 shows, the vast majority of taps (464 of the 510 rhythmic string characters) were 

ŎƻƴǾŜǊǘŜŘ ƛƴǘƻ ǘƘŜ ΨǎΩ ŎƘŀǊŀŎǘŜǊΣ ƳŜŀƴƛng the tap was similar in length to the one before it. 

нн όпс҈ύ ƻŦ ǘƘŜ ǊƘȅǘƘƳƛŎ ŎƻƴǘƻǳǊ ǎǘǊƛƴƎǎ ŎƻƴǎƛǎǘŜŘ ǎƻƭŜƭȅ ƻŦ ǘƘŜ ŎƘŀǊŀŎǘŜǊ ΨǎΩΦ 

In order to maximise our security, taps generated would have to be random with no bias 

towards a particular character (i.e., each character should occur one third of the time). The 

chi-square test can be applied between our observed data and the data expected if it was 

truly random and maximised the space, the result is ὴ< 0.0001, which is a significant 

variation. 
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FIGURE 6 - HOW TAPS CONVERTED INTO THE RHYTHMIC CONTOUR 

Using the default match percentage of 80%, if an attacker were to attempt to log in using a 

series of equidistant taps knowing the correct number of taps (that is, a string of the correct 

ƭŜƴƎǘƘΣ Ƨǳǎǘ ŎƻƴǎƛǎǘƛƴƎ ƻŦ ƻƴƭȅ ΨǎΩύ, 39 of the 48 strings (81%) would match. 

Considering there were no recorded string lengths longer than 14 taps, it would be trivial to 

try each sequence length in turn, and this attack would be very successful. 

This is a significant weakness in the system and further research would be required to 

potentially identify a new or improved algorithm that addresses this concern. One potential 

source is an investigatioƴ ƻŦ ǘƘŜ ΨмΦрΩ Ŏƻƴǎǘŀƴǘ ǳǎŜŘ ƛƴ ǘƘŜ algorithm, where it is used to 

discern if the time between two taps is close enough to be ŀƴ ΨǎΩ ƻǊ ƴƻǘ, and its use within 

the implementation, where it is casted to an integer for comparison. 

Another possibility is that, unprompted, Tapas users simply do not come up with a 

sufficiently distinctive tap sequence, and that further guidance needs to be given into 

creating a strong tap sequence, similar to how guidance is given to users creating a strong 

password (Microsoft, 2006). 

Such guidance may include varying time between taps more, as well as holding the stylus 

down on the screen for longer between taps. The second piece of advice would also be 

useful to confuse attackers who overhear the sequence, as lifting the stylus off the touch 

screen makes very little sound and the potential attacker would not have the entire 

sequence. 

However, giving this advice may damage the memorability of the sequence, so any advice 

given must be carefully considered so as not to fall into the same trap as advice given about 

strong passwords generally falls into, which is not considering the memorability of the 

stronger password (Yan, Blackwell, Anderson, & Grant, 2000). 

s
91%

d
2%

u
7%
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This suggested advice needs to be investigated further in order to gauge its accuracy. If it 

does turn out to be accurate, then a quantitative measure of the strength of a tap sequence 

can be obtained by measuring the Hamming distance between the rhythmic contour string 

ŀƴŘ ŀ ǎǘǊƛƴƎ ƻŦ ǘƘŜ ŎƻǊǊŜŎǘ ƭŜƴƎǘƘ ŎƻƴǎƛǎǘƛƴƎ ǎƻƭŜƭȅ ƻŦ ǘƘŜ ΨǎΩ ŎƘŀǊŀŎǘŜǊΦ 

The general consensus of both this analysis and the results of the experiment given above 

shows that Tapas in its current form is ineffectual in providing a sufficiently secure platform 

for authentication. 

9.3 USABILITY EXPERIMENT 

9.3.1 OVERVIEW 

In this experiment people were asked to enter a tap sequence into the device and then 

invited to recall the sequence in a week. A small control group was also used who instead 

remembered a password. 

42 participants were recruited into the main group and 4 into the control group. Of these, 29 

(69%) returned after one week (in some cases this was 8 days, rather than 7 however the 

extra day did not seem to have a measurable effect on my data), and 2 (50%) of the control 

group returned. 

Of the 42, 40 (95%) were able to successfully enrol their taps in the system. Of the returning 

29, 24 were able to correctly able to recall and enter their tap sequence (83%). 

More in depth analysis of my results appear below. 

9.3.2 PROBLEMS 

In hindsight the design of my experiment was flawed with regards to the control group, 

compounded by being unable to locate 50% of my control participants after 1 week. A more 

sensible design would have been to ask users to create both a password and tap sequence 

for the device and then ask users to recall both, similar to Dhamija & Perrig (2000). I had 
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originally aimed to collect 90 Tapas participants and 10 control participants; however this 

target proved to be unrealistically high.  

In order to work around this issue, the data from Dhamija & Perrig (2000) with regards to 

password and PIN recall after one week can be used in this experiment.  

9.3.3 PRE-CAPTURE 

The pre-capture section of the questionnaire aimed to gauge the previous experience users 

have had with touch screen devices, as well as their age and course. 

The majority of the people who took part were Computer Science students in their late 

teens or early 20s, with one outlier at age 38 as shown in Figure 7. The remaining 

participants were also in the same age range, but instead studied arts subjects, such as 

History, English Literature 

and Politics. 

Figure 8 shows the 

experience users said they 

had with touch screens, 

ǿƛǘƘ м ōŜƛƴƎ άƴƻ 

expeǊƛŜƴŎŜέ ŀƴŘ т ōŜƛƴƎ 

άǳǎŜŘ Řŀƛƭȅ ŦƻǊ ŀƴ 

ŜȄǘŜƴŘŜŘ ǇŜǊƛƻŘ ƻŦ ǘƛƳŜέΦ 

The mode here is to have 

a large amount of 

experience with touch 

screen devices, yet the 

other not so strong 

positive values appear to 

be dwarfed by the less 

experience values. This 

suggests that if users do 

use touch screen devices, 

for example if they own 

one, they use it frequently, 

whereas users who do not 

own such a device do not 

get a chance to use the 

technology. 

This is supported by 

comments made by 

participants when 

answering the question, 

 

FIGURE 8 - USERS WITH TOUCHSCREEN EXPERIENCE 

 

FIGURE 9 - USERS WHO USE A PIN ON THEIR DEVICE 
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ǎǳŎƘ ŀǎ άƳȅ ŦǊƛŜƴŘ Ƙŀǎ ŀƴ ƛtƻŘ ¢ƻǳŎƘέΦ 

The next questions asked the users about their current security habits, firstly focussing on 

whether or not they used a PIN or password system to protect their phone, as shown in 

Figure 9. In 78% of cases, the users used no security on their phone, as suggested by Clarke 

et al. (2002) which gives strength to the argument that current mobile device security as 

used is not sufficient. When asked for the reason why they do not use it, they typically fell 

into two camps: they do not want the inconvenience, or they do not perceive a benefit to 

the additional security. It is important to remember that all participants in this experiment 

were students. Although it may seem that the type of data students store on their phones or 

PDAs are uninteresting to professional data thieves, the device may contain information 

such as private text messages or e-mails they would prefer not to release to their friends 

which they may not have considered. Some users did see a benefit despite not using security 

ŎǳǊǊŜƴǘƭȅΣ ǿƛǘƘ о ƳŀƪƛƴƎ ŎƻƳƳŜƴǘǎ ǎƛƳƛƭŀǊ ǘƻ άL ǎƘƻǳƭŘέ ƛƴ ǘƘŜƛǊ ŀƴǎǿŜǊǎΦ 

Other answers of note 

included ones where the 

participant was unaware 

whether her phone 

contained the functionality, 

or in another case where 

the participant had simply 

never considered the idea. 

One participant also made 

the comment that he 

believed any security could 

easily be bypassed by 

professional data thieves, 

but then expressed that 

ǘƘƛǎ ǿŀǎ άōŀŘ ǊŜŀǎƻƴƛƴƎέΦ 

Of the 9 users who did use security, 7 of those are only prompted when their phone is 

turned on. As most users kept their phones on constantly, this renders this form of 

protection useless, meaning that only 4.5% of the participants surveyed effectively secured 

their mobile phone. 

¢ƘŜ Ŧƛƴŀƭ ǉǳŜǎǘƛƻƴ ŀǎƪŜŘ ǊŜƭŀǘŜŘ ǘƻ ǇŀǊǘƛŎƛǇŀƴǘǎΩ ƳǳǎƛŎŀƭ ŜȄǇŜǊƛŜƴŎŜΣ ŀǎ Jolley (2008) 

expressed a possible relationship between the ability to remember patterns, and the 

whether or not a person is musical. 

As Figure 10 shows, there are two approximately equal groups of musical and non-musical 

participants in the experiment. Whether or not a musical background makes a difference will 

be analysed later. 

 

FIGURE 10 - USERS WHO PLAY OR HAD PREVIOUSLY PLAYED AN INSTRUMENT 
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9.3.4 POST-CAPTURE 

Users were asked to create a tap sequence in the device using the enrolment procedure 

from the main Tapas software but modified into the software created in section 8.2. For this, 

users would have to enter the same (or a sufficiently matching) tap sequence twice. 

One problem noticed by many users was that the 3 second lag after of the last tap appeared 

to be too long. After entering the first tap sequence, many users appeared to be confused 

about what was going to happen next for the brief moment until the tap screen appeared. 

Many users also appeared to be unsure on how to cancel the dialog box, just doing a tap 

ǇŀǘǘŜǊƴ ƛƳƳŜŘƛŀǘŜƭȅ ǿƛǘƘƻǳǘ ŦƛǊǎǘ ŎƭŜŀǊƛƴƎ ƛǘ ōȅ ǘŀǇǇƛƴƎ ǘƘŜ άhYέ ōǳǘǘƻƴΦ Although the dialog 

box is a standard UI element from the Windows Mobile API and this suggests an issue with 

the affordability of the Windows Mobile system rather than Tapas, Tapas could work around 

this. Instead of showing a dialog box after the first tap sequence, the text on the canvas 

could simply change to inform the user to enter the second set of taps. 

Users were given a limit of 

10 attempts to register 

their tap sequences, 

although some gave up out 

of frustration earlier 

(typically after the 3rd 

failure) and had to be 

prompted to continue the 

experiment. Of the 42 

participants, 2 were unable 

to successfully register 

their taps, and a further 3 

took more than 5 attempts 

to successfully register 

their taps. Promisingly, 13 

(31%) managed to enrol 

first time. Many users took 

their first attempt in order 

to familiarise themselves 

with the system and touch 

screen, and some were 

confused by the 

ƛƴǎǘǊǳŎǘƛƻƴǎ ǘƻ άŜƴǘŜǊ ǘƘŜƛǊ 

ǘŀǇ ǎŜǉǳŜƴŎŜ ǘǿƛŎŜέ ŀƴŘ 

did so without waiting for 

the dialog box after the 

final tap to occur, 

therefore their first 

 

FIGURE 11 - NUMBER OF ATTEMPTS FOR A SUCCESSFUL TAP SEQUENCE CAPTURE 

 

FIGURE 12 - CAPTURE FRUSTRATION 
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recorded pattern was 

actually the same pattern 

twice. If we look at the 

amount of successful 

registrations on the second 

attempt we find 15 successes 

(the mode value), meaning 

that 28 (67%) of enrolments 

are successful after the 

second time. Figure 11 shows 

the overall number of 

attempts required to 

successfully enrol. 

As users made more 

attempts to enrol in the 

system, they often changed 

their patterns, making them 

simpler. 

The 4.7% failure rate for 

enrolment compares 

favourably to the figure of 5% 

given by Dhamija & Perrig 

(2000) for a person who 

could not successfully log in 

using the recently created 

password. However, the two 

students who were unable to 

register were Computer 

Science students who must 

use passwords as part of 

their course. Similarly, all 

users must have at some 

point created and used a 

password (for it is a 

requirement of attending the 

University to regularly check 

e-mail) which suggests that 

4.7% failure rate is actually 

unacceptably high. This is 

supported by the control 

study where all users were 

 

FIGURE 13 - CAPTURE ATTEMPTS VS. FRUSTRATION 

 

FIGURE 14 - PERCEIVED COMPLEXITY OF TAP SEQUENCE 

 

FIGURE 15 - NUMBER OF TAPS IN SEQUENCE 
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able to successfully register a password. Indeed, to an external observer, the fact without 

context that 1 in 20 people cannot successfully register with the system would appear to be 

a major problem. 

Following the capture of the tap patterns, users were asked how frustrating they found the 

system. The frequency of answers is shown in Figure 12, where 1 represents the least 

frustration and 7 the most. We can see that the shape of Figure 12 compared to Figure 11 

are similar, which suggests there may be a correlation between the two. Figure 13 plots the 

number of capture attempts against the frustration the user felt in a bubble graph and 

includes a linear trend line. For the purpose of analysis, failure to enrol is recorded as 10 

attempts on this chart. 

We can see that this plot and trend line appears to support this argument. The Pearson 

product-moment correlation coefficient (Cairns & Cox, 2008) for this graph is 0.80 which also 

shows that there is a strong correlation between the two. 

Users were also asked to note information about their taps: how complex they felt their taps 

were (Figure 14 ς with 1 being simple and 7 being complex), and secondly how many taps 

their sequence consisted of (Figure 15). 

Figure 14 shows a bias towards simpler tap sequences, with no users choosing the extremely 

complex option. This may be due to the fact participants were aware that they would have 

to recall the tap sequence so deliberately chose ones that were easy to remember, but 

which possibly would not be secure. 

Some users took this to their extreme, choosing very short tap sequences, as shown in 

Figure 15. The extreme case of a single tap was registered by a user who was frustrated by 

the system after only 2 attempts and decided to protest with a single tap. 

The original software by Marriner (2007) did enforce a minimum tap length, but this was not 

implemented into the Jolley (2008) version of the software. It makes sense that shorter tap 

sequences would be easier to break into; however there has been no empirical evidence to 

support this. Indeed, with tap sequences consisting of less than 3 taps, there is no room for 

variance with the default 80% match threshold, as each character in the rhythmic contour 

represents 25%, so a single character wrong would drop you below the limit. This would 

make entering the sequence harder as it would have to be perfect every time. It stands to 

reason it is easier to consistently reproduce a 2 tap sequence than a longer sequence, 

however. 

Figure 15 shows that sequences of length 6 are the most favoured. This is lower than the 

figures gained by the pilot studies of Marriner (2007), where a mean of 7 was determined. 

Once again, I believe this is due to users choosing passwords that are easy to remember as 

they knew the task beforehand and desired to explore well. A standard deviation of 2.6 with 

a mean of 5.8 however shows that there is still a reasonable spread of tap lengths. 
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An interesting question that 

we can consider here is 

whether or not more 

complex taps take more 

attempts to enter. As we can 

see from Figure 16, there 

appears to be no strong 

correlation, and this is 

supported by the Pearson 

product-moment correlation 

coefficient of -0.05 

suggesting there is no 

correlation. 

Another question we can ask 

is to consider whether the 

number of attempts is 

ŘŜǇŜƴŘŜƴǘ ƻƴ ǘƘŜ ǳǎŜǊΩǎ 

previous experience with 

touch screens. That is, do 

users who have more 

experience with touch 

screens have fewer 

problems with the system? 

Figure 17 shows that there is 

no strong correlation 

between the two, although 

most of the extreme capture 

attempt values (including 

the two cases where the 

users were unable to 

successfully register their 

taps) were by those users 

who recorded an experience 

level of 3 or less. However, 

with a Pearson product-

moment correlation 

coefficient of -0.21, there 

appears to be limited 

statistical evidence to 

support this. 

 

FIGURE 16 - ATTEMPTS VS. COMPLEXITY 

 

FIGURE 17 - ATTEMPTS VS. EXPERIENCE 

 

FIGURE 18 - POST CAPTURE CONFIDENCE 

 

0

2

4

6

8

10

12

0 1 2 3 4 5 6

C
a

p
tu

re
 A

tt
e

m
p

ts
Complexity

0

2

4

6

8

10

12

0 2 4 6 8

C
a

p
tu

re
 A

tt
e

m
p

ts

Touch screen experience

0

2

4

6

8

10

12

1 2 3 4 5 6 7

F
re

q
u

e
n

c
y

Confidence



Evaluation of a rhythm based user authentication system for mobile devices 

45 
 

The final data gathered in 

the post-capture section of 

the questionnaire asked the 

40 participants who were 

able to successfully enrol 

how confident they felt on 

whether or not they would 

be able to recall their taps in 

a week. Figure 18 shows the 

frequency of answers to the 

question, with 1 being the 

least confident and 7 being 

very confident. With a mean 

of 5.40 and a standard 

deviation of 1.55, this 

suggests that most people 

were confident that they 

would be able to remember 

their values. 

9.3.5 RECALL 

The recall part of the 

experiment was conducted 

approximately a week after 

the registration part. In 

some cases, it was 8 days 

afterwards due to differing 

commitments. 29 of the 40 

who were able to 

successfully register were able to take part in the second part of the experiment. 

Before users were asked to recall their tap sequence, they were asked as to how confident 

they felt that they would be able to accurately recall their tap sequence. 

Figure 19 shows the frequency of how confident users felt before entering their taps. With a 

mean of 5.41 and a standard deviation of 1.68 this shows that the general confidence is 

approximately the same as immediately after the capture. This is supported by Figure 20 

which shows how usersΩ confidence changed between the first and second time they were 

asked. 

 

FIGURE 19 - CONFIDENCE PRIOR TO RECALL 

 

FIGURE 20 - CHANGES IN CONFIDENCE 
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In most cases, there was no 

change in confidence, with 9 

people saying they felt more 

confident, and 8 people 

saying they felt less so. A 

standard deviation of 2.12 

supports this showing that 

Ƴƻǎǘ ǇŜƻǇƭŜΩǎ ŎƘŀƴƎŜ ƛƴ 

confidence, if any, was 

minor. 

Users were then asked to log 

in to the system using the 

taps they created the 

previous week. As Figure 21 

shows, most users 

succeeded with this, with 

52% being able to 

immediately log in. 

Although this initially looks 

promising, it is important to 

consider the other factors 

and data. 5 users were not 

able to successfully replicate 

their tap sequence and were 

therefore unable to log in ς 

this represents 17% of 

participants. 

This at first appears 

favourably compared to the 

results gathered by Dhamija 

& Perrig (2000), which found 

between 30-35% of users 

were unable to log on using 

their PIN or password after 

one week. However, 

applying the chi-square test 

(Cairns & Cox, 2008) to the 

data with the null hypothesis 

of Tapas being as 

memorable as passwords 

 

FIGURE 21 - RECALL ATTEMPTS BEFORE SUCCESSFUL LOGIN 

 

FIGURE 22 - MENTAL DEMAND OF REMEMBERING SEQUENCE 

 

FIGURE 23 - EFFORT TO RECALL AND ENTER TAP SEQUENCE 
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using the data collected in Dhamija & Perrig (2000), we find the value ὴ= 0.0794, which is 

not small enough to be considered a significant statistical variance. 

For the 5 people who were unable to recall their taps, they were asked for the reason why. 

Two of the users said that this was due to Tapas being unable to recognise their taps. As one 

of these users was the one who choose a tap length of a single tap, this could indeed due to 

be a bug in the system when dealing with single taps. The remaining 3 simply put the failure 

down to the forgetting the tap sequence. 

After confirming their taps (or otherwise), users were then asked on their opinions on the 

system. Firstly, how much mental demand they felt having to remember the tap sequence 

added, secondly how much effort they felt having to log in to the tap system required, and 

finally how frustrating they found the system. For each question, they were asked to rate 

their experiences on a scale of 1 (representing the least mental demand, effort or 

frustration) to 7 (representing the most mental demand, effort or frustration). 

Figure 22 shows the mental demand users experienced whilst remembering their sequence. 

With a mode of 2, a mean of 2.7 and a standard deviation of 1.7 this shows that generally all 

users did not think they had an unduly difficult task to remember their tap sequence. 

Figure 23 demonstrates the answer to the question of how much effort the participants felt 

they shows a slightly different picture with a far from normal distribution with a mode of 2, 

but a mean of 3.6. Although more participants chose below 4 as their option than those that 

chose above 4, this still means a considerable proportion of the participants felt that 

recalling and entering the tap sequence required quite a lot of effort. 

Figure 24 also shows a fairly even spread, with a mode and mean of 3 and 3.3, although 

twice as many people choose below 4 as those who choose above 4, this suggests that 

although most people experience a low but non-trivial level of frustration, but there are still 

a considerable amount of 

people who do find the 

system frustrating. 

One extreme example of 

note is of a participant 

who could remember the 

film which had the song 

he based his pattern off, 

but not the specific song 

and spent 4 minutes 

thinking hard to recall it. 

When he eventually did, 

he managed to 

successfully log in first 

 

FIGURE 24 - FRUSTRATION OF RECALLING TAP SEQUENCE 
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time. 

Now we have this data, we 

can start to answer the 

questions that it raises. Figure 

25 shows a breakdown of 

login attempts, but this time 

analysed by the musical 

ability the user claimed to 

have. This shows some 

interesting data, specifically 

when it comes to the 

participants that were unable 

to log in. Every user who 

claimed to play a musical 

instrument managed to log in 

eventually, and it would 

appear a disproportionate 

amount of non-musical users 

were unable to log in (31%, 

compared to the standard 

17%). If we apply the chi-

square test to see if this 

variance is statistically 

significant, we get ὴ=

0.0002 which does show that 

this variance is indeed 

statistically significant. 

We can also ask whether or 

ƴƻǘ ǳǎŜǊǎΩ ŎƻƴŦƛŘŜƴŎŜ ƛǎ 

misplaced, and whether or 

not their confidence made a 

difference as to whether they 

could reproduce the tap 

sequence or not. Figure 26 

shows the results of this 

analysis that even a cursory 

glance showing that the 

number of login attempts 

appears to bear little 

relationship to the confidence 

the users felt, which is further 

 

FIGURE 25 - LOGIN ATTEMPTS BY MUSICAL ABILITY 

 

FIGURE 26 - CONFIDENCE PRIOR TO LOGIN VS. ATTEMPTS REQUIRED TO LOG IN 
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demonstrated by the Pearson product-moment correlation coefficient of 

-0.15. 

The penultimate set of questions asked users for their perception of Tapas and specifically 

whether would they prefer this or a traditional PIN/password system. A more in-depth 

security analysis is performed in section 9.2. 

As Figure 27 shows, for most people Tapas was an unpopular choice compared to a PIN and 

password system. Participants were given space to further expand their reasons for their 

choice which raised a varied and interesting viewpoint. Many participants stated that they 

preferred the PIN/password system just because of the familiarity of it, with other citing 

security as another issue with specific concern to the ability of taps to be overheard. Another 

theme brought up was in regards to the memorability of taps, however opinions varied 

wildly. Some people felt that taps were easier to remember than passwords, even those who 

altogether preferred a traditional security system, however many made comments with the 

opposite effect, stating their belief that tap sequences were less memorable than a PIN or 

password. Many 

individuals also made 

insightful comments 

contrasting the limited 

use Tapas to the ubiquity 

of passwords, claiming 

that as Tapas could only 

be used on touch screen 

devices, it is more likely 

to be forgotten than a 

password that is used 

everywhere. Another 

point raised is one not 

previously considered, 

which is if Tapas is used 

on multiple devices, 

would different sequences be used on the different devices? Good password practice 

(Microsoft, 2006) recommends different passwords for different systems, but this is 

generally considered to be less memorable (Sasse, Brostoff, & Weirich, 2001). 

Two participants also made comments related to the time to enter their tap sequences to 

unlock the system, feeling that it took longer to enter a tap sequence than a password. 

Although there is currently no empirical evidence to support this, it is a possible area of 

investigation for future research. 

The final question asked was on perceived security of the system, rating from 1 (insecure) to 

7 (secure) how secure participants felt the system was, as shown in Figure 28. When looking 

at this data it is important to bear in mind that 6 of the people involved with this experiment 

 

FIGURE 28 - PERCEPTIONS ON SECURITY 
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were also involved in the security experiment earlier which may bias their results. With a 

mode of 3 and a mean of 3.9 this shows that the participants perceived the system as 

generally insecure, but not trivially so. 

This is reflected in the comments for the previous question, where users cited insecurity as a 

reason for not preferring Tapas over a PIN/password system, which the specific concern that 

people would be able to overhear their taps. 

9.3.6 FURTHER COMMENTS 

Using Tapas was not immediately clear to some people who did not have much experience 

with touch screen devices, however most understood the concept after one attempt. 

Additional verbal instructions were given to the users who needed help enrolling with the 

device. 

Another common misconception was that the system was position based rather than purely 

based on the timings of the rhythm. 

Although the first problem solves itself (hands on learning is often effective), the second 

issue is more of an issue, one that may possibly be resolved by better user education in the 

introduction to the system. 

Another issue that arose was the lag at the end of the tap sequence. This was brought up as 

an issue in this and the other experimŜƴǘ ŀǎ ŀǇǇŜŀǊƛƴƎ ǘƻ ōŜ άǘƻƻ ƭƻƴƎέΦ IƻǿŜǾŜǊΣ ŀǎ ǘƘŜ 

longest tap interval recorded was 2.5s it would not immediately seem that 3 seconds is too 

long. A more thorough investigation of this timeout needs to be performed for future 

improved versions of Tapas. A sensible solution may be to allow this timeout to be 

configurable. 

The memorability of tap sequences, at least in infrequent usage appears to be at least as 

good as a PIN/password based system, however as we can see the system is far from perfect, 

specifically with regards to perceived security. As most users still prefer a PIN/password 

based system to Tapas, there appears to be a high barrier to user acceptance, especially 

ǿƘŜƴ ƛǘ ŎƻƳŜǎ ǘƻ ƳƻǾƛƴƎ ǳǎŜǊǎ ƻǳǘ ƻŦ ǘƘŜƛǊ άŎƻƳŦƻǊǘ ȊƻƴŜέ ƻŦ ǇŀǎǎǿƻǊŘǎκtLbǎΦ
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10 CONCLUSION 

When considering the results of this study it is necessary to consider the two aspects of 

Tapas - first, Tapas the abstract concept (that is, logging in using taps on a touch screen), 

and secondly Tapas the implementation (both the algorithm designed by Marriner (2007) 

and the concrete implementation as designed by Jolley (2008)). 

The experiment clearly identified a number of problems with Tapas the implementation. 

Bugs in the software were discovered both in the planning stage and during the experiment. 

Some were fixed, yet others remain unresolved ς specifically the installation and button 

locking bugs. Another fairly considerable flaw that requires further investigation is the ability 

to accidentally call emergency services. The short-term fix to simply disable the feature is 

not feasible in the long-term, as it does not satisfy the sensible requirement specified by 

Microsoft regarding emergency service phone calls. 

The current implementation of Tapas clearly needs further work to address these superficial 

issues, however there are more fundamental issues discovered above that would still exist. 

Touch screen sensitivity is a problem that limits the usability of the system to certain devices. 

As touch screen technology develops, for example with multi-touch screens such as on the 

!ǇǇƭŜ ƛtƘƻƴŜ ƻǊ DƻƻƎƭŜΩǎ !ƴŘǊƻƛŘ ǇƭŀǘŦƻǊƳΣ this issue may disappear and distinguish in 

importance, but at this current time touch screen technology does not appear to be 

consistently accurate which severely damages the usability of Tapas. A further possible 

mitigation for this would be an improved algorithm that does not depend on the detected 

taps being exactly the same length, yet still secure. 

For Tapas as a concept, we can further separate out two aspects ς security and usability. 

Section 9.2 shows disappointing results for the security of Tapas, however I believe that 

further work, specifically with an improved matching algorithm (the algorithm developed by 

Marriner (2007) was developed with successful matching as a main criteria with limited 

regard to security) and user education can improve on the results discovered here. 

With regards to usability, the results shown are mixed. Tap sequences appear to be at least 

as memorable as passwords, yet the results for the more subjective measures appear to be 

not so good. This will be discussed further below. 

Considering these points, the questions asked in the introduction can now be addressed. 

10.1 HOW SECURE IS TAPAS? 

As the results given in section 9.2, and the further analysis performed shows, Tapas is below 

the expected level of security for a mobile device, and unlocking the locked device was 

trivial. 

For Tapas to succeed as a replacement for a PIN/password system, this needs to be 

corrected, either through further work to improve the algorithm, or by investigating what 

makes a strong tap sequence 
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10.2 HOW MEMORABLE ARE TAP SEQUENCES? 

As the results given in section 9.3 shows, tap sequences are at least as memorable as 

passwords, and these results are positive. Although the sample size is small, the diary study 

results from section 9.1 confirm this, as no participants had issues with recalling their tap 

sequence. 

10.3 HOW DOES TAPAS COMPARE TO THE TRADITIONAL PIN OR PASSWORD BASED 

AUTHENTICATION MECHANISMS? 

This question is answered in part above. Tapas fares poorly with regards to security, but well 

with regards to memorability when compared to a PIN/password system. 

In the measured aspects of effort, mental demand and frustration as part of the diary study, 

Tapas performed worse in every aspect. With the usability study Tapas appeared to score 

poor marks with regards to these aspects, however there is no good control data to verify 

this. 

Another interesting point is that both users in the diary study rated Tapas worse in all 

aspects than the mean in the usability study. This suggests that Tapas possibly increases in 

frustration from heavy use, yet this may be a statistical anomaly of the small sample size of 

the diary study. 

10.4 POTENTIAL FUTURE WORK 

An obvious immediate area for future work is the investigation and fix of bugs discovered in 

the current implementation of Tapas, however this would not address the underlying issues. 

Further research needs to be done into the matching algorithm in order to improve, or 

replace, it with an algorithm that can improve security, yet is not so restrictive as to be 

frustrating to the user entering taps. 

In addition to this work on Tapas the implementation; there are still many aspects of Tapas 

as a concept that are currently unknown. This study focussed mainly on the evaluation of the 

system compared to a traditional PIN or password system, however as discussed in section 

6.2, there are other alternatives to password based systems. Graphical passwords are well-

researched and implemented as an alternative to traditional password systems. An 

evaluation of Tapas against graphical password systems may provide an interesting topic for 

future research. 

I believe that the poor results for security could be increased by user education of what 

ƳŀƪŜǎ ŀ άǎǘǊƻƴƎέ ǘŀǇ ǎŜǉǳŜƴŎŜΦ Lƴ ǎŜŎǘƛƻƴ 9.2 I discussed some possible characteristics a 

strong password may have, however experimental analysis to determine if these 

characteristics are actually important has not been performed, and analysis on the affect on 

memorability this advice may have on users is also important. 

As discussed in the literature review, security systems should be a άminimal inconvenience to 

the users of the systemέ (Morris & Thompson, 1979) and one possible metric for 
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inconvenience is the time taken to authenticate. Dhamija & Perrig (2000) shows that 

graphical passwords compare badly to PIN/password based systems in time taken to log in, 

and many users also reported they felt Tapas to take longer than a PIN/password system. 

Similarly, investigation into the tap timeout value, as discussed in section 9.3.6, may also be 

beneficial. 

A final potential area of research comes from the growing technology of multi-touch devices, 

such as the Apple iPhone and the T-Mobile G1 which typically use fingers on the touch 

screen, rather than a stylus. Research could be performed into any difference between 

tapping a tune with a finger, rather than a stylus. 

As section 9.3.3 and Clarke et al. (2002) showed, most people do not use security on their 

mobile device, with inconvenience cited as a major factor for not doing so. This larger 

problem of creating a convenient, yet secure, authentication mechanism is still one waiting 

to be solved, but, at least according to this study, Tapas does not appear to be the solution. 
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Appendix A DISCLAIMER 

Your participation in this experiment is entirely voluntary; there will be no remuneration for 

the time you spend evaluating it. All data gathered from the usability study will be treated in 

a confidential fashion: It will be archived in a secure location and will be interpreted only for 

purposes of this evaluation. When your data are reported or described, all identifying 

information will be removed. There are no known risks to participation in this experiment, 

and you may withdraw at any point. Please feel free to ask the researcher if you have any 

other questions; otherwise, if you are willing to participate, please sign this consent form 

and proceed with the experiment. 

Date: _____________________  Signature: ____________________________ 

Researcher's contact details: 

Name:  Chris Northwood  

Address: 38 Starkey Crescent, YORK. YO31 0SY  

Email:  cjn503@york.ac.uk 

Supervisor's contact details: 

Name:  Alistair Edwards  

Address: Department of Computer Science, University of York, Heslington, YORK. Email:

  alistair@cs.york.ac.uk
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Appendix B EXTENDED USE EXPERIMENT PARTICIPANT INSTRUCTIONS 

B 1 SOFTWARE DISCLAIMER 

.ȅ ƛƴǎǘŀƭƭƛƴƎ ǘƘŜ ǎƻŦǘǿŀǊŜ ȅƻǳ ŀƎǊŜŜ ǘƻ ǘƘŜ ¦ƴƛǾŜǊǎƛǘȅΩǎ ǎǘŀƴŘŀǊŘ ŘƛǎŎƭŀƛƳŜǊ ŦƻǊ ǎƻŦǘǿŀǊŜ ŀǎ 

listed in the Tapas Readme. Please note the software has been tested to work, but you are 

still recommended to make a backup of your device before installing the software. 

This Software is provided "as is", without warranty of any kind.  To the maximum extent 

possible the Chris Northwood and the University of York disclaims all expressed or implied 

warranties as to its merchantability or fitness for any specific purpose. 

B 2 PART ONE 

First, please fill in the following questionnaire: 

B 2.1 PERSONAL DATA 

Please note this will be held in confidence and will only be used to correlate with your 

logbook: 

 

Name: __________________________________________________________________ 

 

Age: _________  Profession: ______________________________________ 

B 2.2 PREVIOUS EXPERIENCE 

Please give a brief history of previous experience with touch screen devices: 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

Do you currently use a PIN or password with your PDA or phone? 

    Yes [  ]   No [  ] 

If not, why not? 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

B 2.3 PASSWORD/PIN 

Now, if you do not already do so, please enable PIN or password protection for your device 

and use it for the next 3 weeks. 
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In 3 weeks, please then move onto  

Part Two of the experiment. 

B 3 PART TWO 

First, please can you complete this questionnaire about your past 3 weeks experience with 

the default password/PIN system. 

B 3.1 PASSWORD QUESTIONNAIRE 

Name: _____________________________________________________________________ 

For the following questions, please mark the box on the scale that represents your closest 

answer between the two scales 

How mentally demanding did you find having to remember and enter your password/PIN? 

Very demanding [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Undemanding 

What was your success rate with entering your PIN/password? 

Accurate every time [  ] [  ] [  ] [  ] [  ] [  ] [  ]  I rarely managed to log in first time 

How much effort did you feel that adding a PIN/password login required? 

A lot of effort  [  ] [  ] [  ] [  ] [  ] [  ] [  ]  No effort 

How frustrating did you find the PIN/password system? 

Very frustrating [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Not frustrating at all 

How secure do you feel the PIN/password system is? 

Secure   [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Insecure 

Do you have any other comments regarding the password/PIN login system? 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

B 3.2 INTRODUCING TAPAS 

Now, for the next 3 weeks you will be asked to evaluate an alternative to the PIN/password 

system called Tapas. Tapas ǿƻǊƪǎ ōȅ ǊŜƳŜƳōŜǊƛƴƎ ŀ ǎŜǊƛŜǎ ƻŦ ǘŀǇǎ ƳŀŘŜ ƻƴ ȅƻǳǊ ŘŜǾƛŎŜΩǎ 

touch screen and then asking you to recall them to unlock the device. This can be considered 

ǎƛƳƛƭŀǊ ǘƻ ŀ ΨǎŜŎǊŜǘ ƪƴƻŎƪΩΦ 

For the purposes of this experiment, Tapas also includes a backup password feature in order 

to allow you access in the event of you being able to remember or correctly reproduce your 
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taps. For this experiment, please only use the backup password feature as a measure of last 

resort. 

During the experiment you are asked to keep a logbook of experiences using the system. 

Although you do not need to record every log in attempt, please do fill in the logbook at 

least once a day. In this logbook, you should record your experiences with the system, for 

example, whether or not you found it particularly difficult to use on that day, or if you had 

no issue remembering your taps. Examples of specific situations would be useful. 

Additionally, a note of environments the software is used in should also be made, especially 

if the environments are somewhat unordinary (for example, in a bar after some alcohol, on a 

moving bus or train, or in a particularly busy street). 

If you have any questions or require any part of the experiment clarifying, please contact the 

researcher at cjn503@york.ac.uk, or on 07880862720. 

The Tapas Readme contains instructions on how to install the Tapas software. This is 

included in the readme.txt file in the software bundle you were provided with and below for 

reference. 

You are asked to keep this logbook and the software installed for at least 3 weeks. At the 

end of the 3 weeks, please move on to  

Part Three. 

B 3.3 TAPAS README 

B 3.3.1 ABOUT 

Tapas is a replacement authentication system for Windows Mobile devices. Instead of using 

a PIN or password to authenticate, Tapas uses a series of taps on the touch screen to log in. 

B 3.3.2 SYSTEM REQUIREMENTS 

Tapas requires any of the following Windows Mobile variants to run: 

¶ Windows Mobile 5.0 for Pocket PC 

¶ Windows Mobile 5.0 for Pocket PC Phone Edition 

¶ Windows Mobile 6 Classic 

¶ Windows Mobile 6 Professional 

B 3.3.3 INSTALLING TAPAS 

Tapas comes with two files: Certs.cab and lap.CAB. Both must be installed with Certs.cab 

being installed first. 

Failure to install Certs.cab first will leave your Windows Mobile device unbootable and will 

require a hard reset. 

In the file explorer, tap the Certs.cab file and okay the security warning. 
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Check that the installation destination is the device (not the storage card) and continue. 

Once Certs.cab is installed, tap on lap.CAB to install that. 

If you get a security warning, it means Certs.cab has not been installed. Go back and verify 

Certs.cab has been installed. 

Once again, follow the prompts and install Tapas onto the device. If, whilst installing, you get 

an alert about the software being created for previous versions of Windows Mobile, this can 

be safely disregarded. 

Once installation is completed, do a soft reset of the device, following the instructions of 

your particular device. You must now configure Tapas as specified in the Configuring Tapas 

section. 

B 3.3.4 USING TAPAS 

If Tapas is not configured, the Tapas verification system will be disabled until correctly 

configured, as specified using the Configuring Tapas section. 

Upon rebooting the system, or after a period of inactivity defined in the Control Panel, the 

Tapas verification screen will be displayed. In this screen, you can tap your pattern in the 

central box to log in using taps, or use the top box to enter your backup password.  

If you're using Windows Mobile 5.0 for Pocket PC Phone Edition, or Windows Mobile 6 

Professional, then you will be able to make an emergency phone call (to the EU-wide 

emergency number 112) by tapping the 'Emergency Number Dial' button. Although this 

button appears on Windows Mobile 5.0 for Pocket PC and Windows Mobile 6 Classic systems, 

pressing it will have no effect. 

B 3.3.5 CONFIGURING TAPAS 

Before Tapas can be used it must first be configured. 

To configure Tapas, you must go into the Control Panel and select the Lock option. Inside 

this screen there are multiple options. 

To configure the taps, you must tap the 'Please enter a new tap pattern' button, and then 

enter your tap pattern successfully twice, following the instructions. 

To configure the timeout before locking the device, you can use the 'Number of minutes 

until lock' text box. 

To set a backup password, you must use the 'New Backup Password' text box and the 

'Change Password' button. 

To quit the Tapas Settings screen, you must click on the 'Apply Lock Out Time and Exit' 

button.  
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B 4 PART THREE 

After evaluating the Tapas software, please submit your logbook back to Chris Northwood 

for analysis, and fill in this final questionnaire. 

B 4.1 TAPAS QUESTIONNAIRE 

Name: _____________________________________________________________________ 

For the following questions, please mark the box on the scale that represents your closest 

answer between the two scales 

How mentally demanding did you find having to remember and enter your taps? 

Very demanding [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Undemanding 

What was your success rate with entering your taps? 

Accurate every time [  ] [  ] [  ] [  ] [  ] [  ] [  ]  I used the backup password feature 

       frequently 

If you had a low success rate in entering your taps, what was this due to? 

Difficulty recalling the taps [  ]  Taps not being consistently recognised [  ] 

How much effort did you feel that adding the taps login required? 

A lot of effort  [  ] [  ] [  ] [  ] [  ] [  ] [  ]  No effort 

How frustrating did you find the tap system? 

Very frustrating [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Not frustrating at all 

How complex was your tap sequence? 

Complex  [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Simple 

How many taps did your sequence consist of? ________ 

If required to by your employer, which system would you prefer, and why? 

PIN/password based [  ]   Tapas [  ] 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

How secure do you feel Tapas is? 
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Secure   [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Insecure 

Do you have any other comments regarding the Tapas login system? 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

Thanks for participating in this experiment! 



Evaluation of a rhythm based user authentication system for mobile devices 

64 
 

Appendix C USABILITY EXPERIMENT PARTICIPANT INSTRUCTIONS 

C 1 PART ONE 

First, please can you fill in this questionnaire about past experiences with PDAs, phones and 

security. 

C 1.1 EXPERIENCE QUESTIONNAIRE 

 

Participant ID: __________ 

Age: _________  Course: ______________________________________ 

On the scale below, how would you rate your experience with touch screen devices? (e.g., 

touch screen phones, PDAs, iPod Touch, etc). Please tick the box in between the two indicated 

ends of the scale that matches your experience. 

Used daily over an extended period of time [  ] [  ] [  ] [  ] [  ] [  ] [  ]  No experience 

Do you currently use a PIN or password with your PDA or phone? 

 Yes [  ]   No [  ] L ŘƻƴΩǘ ƻǿƴ ŀ t5! ƻǊ ǇƘƻƴŜ [  ] 

If not, why not? 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

If you do use a PIN or password, when are you prompted? 

When the phone is turned on  [  ] After a period of inactivity [  ] 

Do you play a musical instrument, or engage in another activity where remembering tunes or 

rhythms are important (e.g., Morse code)? 

 Yes [  ]  No [  ]  Not currently, but have in the past [  ] 

C 1.2 TAP CAPTURE 

bƻǿΣ ǇƭŜŀǎŜ ǘƘƛƴƪ ǳǇ ŀ ǘŀǇ ǎŜǉǳŜƴŎŜΦ ¸ƻǳ Ŏŀƴ ƳŀƪŜ ƛǘ ŀǎ ǎƛƳǇƭŜ ƻǊ ŀǎ ŎƻƳǇƭŜȄ ŀǎ ȅƻǳΩŘ ƭƛƪŜΦ 

You will now be asked to enter your tap sequence onto the device, and once again to verify 

the tap sequence. 

Once you have done this, please fill in the questionnaire on the next page. 
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C 1.3 POST-CAPTURE QUESTIONNAIRE 

 

Participant ID: ___________ 

How many attempts did it take for the system to correctly capture the sequence? 

____________  or [  ]  The system was unable to correctly capture my taps 

How frustrating did you find the tap system? Please tick the box in between the two indicated 

ends of the scale that matches your experience. 

Very frustrating [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Not frustrating at all 

How complex was your tap sequence? Please tick the box in between the two indicated ends 

of the scale that matches your answer. 

Complex  [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Simple 

How many taps did your sequence consist of? ________ 

How confident do you feel that you will be able to recall your taps in a week? Please tick the 

box in between the two indicated ends of the scale that matches your confidence. 

Very confident  [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Not confident at all 

Thank you for participating in the first part of this experiment.  In one week you will be 

invited back and asked to recall your tap sequence. 

C 2 PART TWO 

Thank you for participating in the second part of this experiment. First, can you please briefly 

fill in the following questionnaire. 

C 2.1 PRE-RECALL  QUESTIONNAIRE 

 

Participant ID: ___________ 

How confident do you now feel that you will be able to recall your taps? Please tick the box in 

between the two indicated ends of the scale that matches your answer. 

Very confident  [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Not confident at all 

C 2.2 RECALL 

The researcher will now ask you to enter your tap sequence into the device. Please follow 

the instructions and then fill in the following questionnaire. 

C 2.3 POST-RECALL QUESTIONNAIRE 

How many attempts did it take for you to log in to the system? 

____________  or [  ]  I was unable to successfully log in to the system 
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If you were unable to log in, why do you think this was? 

[  ] I had forgotten my tap sequence [  ] The system did not recognise my tap 

        sequence 

How mentally demanding did you find having to remember and enter your taps? Please tick 

the box in between the two indicated ends of the scale that matches your experience. 

Very demanding [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Undemanding 

How much effort did you feel that adding logging in using taps required? Please tick the box 

in between the two indicated ends of the scale that matches your experience. 

A lot of effort  [  ] [  ] [  ] [  ] [  ] [  ] [  ]  No effort 

How frustrating did you find Tapas? Please tick the box in between the two indicated ends of 

the scale that matches your experience. 

Very frustrating [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Not frustrating at all 

If required to by your employer, which system would you prefer? 

PIN/password based [  ]   Tapas [  ] 

Why? 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

How secure do you feel Tapas is? Please tick the box in between the two indicated ends of the 

scale that matches your impression. 

Secure   [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Insecure 
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Appendix D USABILITY CONTROL EXPERIMENT PARTICIPANT 

INSTRUCTIONS 

D 1 PART ONE 

First, please can you fill in this questionnaire about past experiences with PDAs, phones and 

security. 

D 1.1 EXPERIENCE QUESTIONNAIRE 

 

Participant ID: __________ 

Age: _________  Course: ______________________________________ 

On the scale below, how would you rate your experience with touch screen devices? (e.g., 

touch screen phones, PDAs, iPod Touch, etc). Please tick the box in between the two indicated 

ends of the scale that matches your experience. 

Used daily over an extended period of time [  ] [  ] [  ] [  ] [  ] [  ] [  ]  No experience 

Do you currently use a PIN or password with your PDA or phone? 

 Yes [  ]   No [  ] L ŘƻƴΩǘ ƻǿƴ ŀ t5! ƻǊ ǇƘƻƴŜ [  ] 

If not, why not? 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 

If you do use a PIN or password, when are you prompted? 

When the phone is turned on  [  ] After a period of inactivity [  ] 

Do you play a musical instrument, or engage in another activity where remembering tunes or 

rhythms are important (e.g., Morse code)? 

 Yes [  ]  No [  ]  Not currently, but have in the past [  ] 

D 1.2 PASSWORD CAPTURE 

bƻǿΣ ǇƭŜŀǎŜ ǘƘƛƴƪ ǳǇ ŀ ǇŀǎǎǿƻǊŘΦ ¸ƻǳ Ŏŀƴ ƳŀƪŜ ƛǘ ŀǎ ǎƛƳǇƭŜ ƻǊ ŀǎ ŎƻƳǇƭŜȄ ŀǎ ȅƻǳΩŘ ƭƛƪŜΦ ¸ƻǳ 

will now be asked to enter your password into the device, and once again to verify the 

password. 

Once you have done this, please fill in the questionnaire on the next page. 
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D 1.3 POST-CAPTURE QUESTIONNAIRE 

 

Participant ID: ___________ 

How many attempts did it take for the system to correctly capture the password?  

____________  or  [  ]    The system was unable to correctly capture my password 

How frustrating did you find the password system? Please tick the box in between the two 

indicated ends of the scale that matches your experience. 

Very frustrating [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Not frustrating at all 

How complex was your password? Please tick the box in between the two indicated ends of 

the scale that matches your answer. 

Complex  [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Simple 

How long was your password? ________ 

How confident do you feel that you will be able to recall your password in a week? Please tick 

the box in between the two indicated ends of the scale that matches your confidence. 

Very confident  [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Not confident at all 

Thank you for participating in the first part of this experiment.  In one week you will be 

invited back and asked to recall your password. 

D 2 PART TWO 

Thank you for participating in the second part of this experiment. First, can you please briefly 

fill in the following questionnaire. 

D 2.1 PRE-RECALL  QUESTIONNAIRE 

 

Participant ID: ___________ 

How confident do you now feel that you will be able to recall your password? Please tick the 

box in between the two indicated ends of the scale that matches your answer. 

Very confident  [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Not confident at all 

D 2.2 RECALL 

The researcher will now ask you to enter your password into the device. Please follow the 

instructions and then fill in the following questionnaire. 

D 2.3 POST-RECALL QUESTIONNAIRE 

How many attempts did it take for you to log in to the system? 

____________  or [  ]  I was unable to successfully log in to the system 
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If you were unable to log in, why do you think this was? 

[  ] I had forgotten my password  [  ]  The system did not recognise my password 

How mentally demanding did you find having to remember and enter your password? Please 

tick the box in between the two indicated ends of the scale that matches your experience. 

Very demanding [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Undemanding 

How much effort did you feel that adding logging in using a password required? Please tick 

the box in between the two indicated ends of the scale that matches your experience. 

A lot of effort  [  ] [  ] [  ] [  ] [  ] [  ] [  ]  No effort 

How frustrating did you find the password system? Please tick the box in between the two 

indicated ends of the scale that matches your experience. 

Very frustrating [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Not frustrating at all 

How secure do you feel the password system is? Please tick the box in between the two 

indicated ends of the scale that matches your impression. 

Secure   [  ] [  ] [  ] [  ] [  ] [  ] [  ]  Insecure 
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Appendix E SECURITY EXPERIMENT PARTICIPANT INSTRUCTIONS 

E 1SETTING UP THE EXPERIMENT 

E 1.1 USER INSTRUCTIONS 

Please set up your tap profile, using the complexity given to you by the researcher as a guide. 

The researcher will help guide you through the tap process. 

E 1.2 ATTACKER INSTRUCTIONS 

It is important that you do not see or hear the setup stage ς please leave the room until the 

setup is complete. 

E 2THE EXPERIMENT 

In the main experiment, through a series of scenarios giving the attacker increased 

knowledge, the attacker will attempt to break into the PDA using the Tapas functionality. 

The attacker should not attempt to break in through the backup password, and the number 

of attempts for each attack will be limited to 20. Once the attacker has successfully logged in, 

the experiment will be over and no further stages will need to be completed. 

E 2.1 DUMB ATTACK 

The motivation for this experiment is to replicate attempting to break in to the PDA as if it 

had been found on a train, that is, the attacker has no prior knowledge in any form of the 

tap sequence. 

E 2.1.1 USER INSTRUCTIONS 

tƭŜŀǎŜ άƭƻǎŜ ȅƻǳǊ t5! ƻƴ ŀ ǘǊŀƛƴέ ŀƴŘ ƎƛǾŜ ǘƘŜ ŘŜǾƛŎŜ ǘƻ ǘƘŜ ŀǘǘŀŎƪŜǊΦ 

E 2.1.2 ATTACKER INSTRUCTIONS 

Please attempt to break through the PDA by guessing tap sequences.  

Was the attacker successfully able to log in? 

 [  ] Yes    [  ] No 

If so, how many attempts did it take the attacker?  _________ 

E 2.2 BUSY OVERHEARING ATTACK 

The motivation for this experiment is to replicate attempting to break in to the PDA after 

hearing the user tap into the PDA in a realistic, busy environment, in the queue at a shop, 

but where the attacker can not see the user. 

E 2.2.1 USER INSTRUCTIONS 

Please attempt to log into the PDA in a suitably busy area with a decent amount of 

background noise (for example, Vanbrugh dining hall during lunch), ensuring that the 

ŀǘǘŀŎƪŜǊ Ŏŀƴ ƴƻǘ ǎŜŜ ȅƻǳǊ ǘŀǇǎΦ hƴŎŜ ȅƻǳ ƘŀǾŜ ƭƻƎƎŜŘ ƛƴΣ ǇƭŜŀǎŜ άƭƻǎŜ ȅƻǳǊ t5!έ ŀƴŘ ƎƛǾŜ ƛǘ 

to the attacker. 
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E 2.2.2 ATTACKER INSTRUCTIONS 

Please stand near the attacker, but without being able to see the PDA or their arms. Listen 

for the taps. Once the user has logged in, you will be given the PDA and again asked to 

attempt to log in. 

Was the attacker successfully able to log in? 

 [  ] Yes    [  ] No 

If so, how many attempts did it take the attacker?  _________ 

E 2.3 QUIET OVERHEARING ATTACK 

The motivation for this experiment is to replicate attempting to break in to the PDA after 

hearing the user tap into the PDA in a more quiet environment, perhaps in a library. 

E 2.3.1 USER INSTRUCTIONS 

Please attempt to log into the PDA in a reasonably quiet area (e.g., the Computer Science 

foyer) ensuring that the attacker can not see your taps. Once you have logged in, please 

άƭƻǎŜ ȅƻǳǊ t5!έ ŀƴŘ ƎƛǾŜ ƛǘ ǘƻ ǘƘŜ ŀǘǘŀŎƪŜǊΦ 

E 2.3.2 ATTACKER INSTRUCTIONS 

Please stand near the attacker, but without being able to see the PDA or their arms. Listen 

for the taps. Once the user has logged in, you will be given the PDA and again asked to 

attempt to log in. 

Was the attacker successfully able to log in? 

 [  ] Yes    [  ] No 

If so, how many attempts did it take the attacker?  _________ 

E 2.4 OBSERVATIONAL ATTACK 

The motivation for this experiment is to replicate attempting to break in to the PDA after 

hearing and seeing the PDA user log in to the device, perhaps on an off-peak train journey 

where the two participants are sat opposite each other. 

E 2.4.1 USER INSTRUCTIONS 

Please attempt to log into the PDA in a reasonably quiet area (e.g., the Computer Science 

ŦƻȅŜǊύ ŦŀŎƛƴƎ ǘƘŜ ŀǘǘŀŎƪŜǊΦ hƴŎŜ ȅƻǳ ƘŀǾŜ ƭƻƎƎŜŘ ƛƴΣ ǇƭŜŀǎŜ άƭƻǎŜ ȅƻǳǊ t5!έ ŀƴŘ give it to the 

attacker. 

E 2.4.2 ATTACKER INSTRUCTIONS 

Please stand facing the attacker, able to see the PDA. Listen for the taps and watch the 

sequence being entered. Once the user has logged in, you will be given the PDA and again 

asked to attempt to log in. 

Was the attacker successfully able to log in? 
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 [  ] Yes    [  ] No 

If so, how many attempts did it take the attacker?  _________ 

E 2.5 SOCIAL ENGINEERING ATTACK 

The motivation for this experiment is to replicate attempting to break in to the PDA after 

social engineering the user into giving away information about the device. 

E 2.5.1 USER INSTRUCTIONS 

Lƴ ǘƘƛǎ ŎŀǎŜΣ ǘƘŜ ŀǘǘŀŎƪŜǊ ƛǎ ƛƳǇŜǊǎƻƴŀǘƛƴƎ ŀ ƳŜƳōŜǊ ƻŦ ȅƻǳǊ ŜƳǇƭƻȅŜǊΩǎ L¢ ǎǘŀŦŦΣ ŀƴŘ ȅƻǳ ŀǊŜ 

helping them to log in to your PDA. You should describe your tap pattern to the attacker. 

E 2.5.2 ATTACKER INSTRUCTIONS 

The user will describe to you their tap pattern. Ask them for clarification where necessary, 

and then attempt to break into the PDA using the described tap pattern. 

Was the attacker successfully able to log in? 

 [  ] Yes    [  ] No 

If so, how many attempts did it take the attacker?  _________ 

Do you have any other comments to make? 

___________________________________________________________________________ 

___________________________________________________________________________ 

___________________________________________________________________________ 


